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7

Virtual Crime

F. Gregory Lastowka and Dan Hunter

Ever since creation’s peaceful dawn was startled by the
death cry of the murdered Abel and Jehovah placed his
mark upon Cain and set him forth a “fugitive and a
vagabond,” cursed from the earth that had opened its
mouth to receive his brother’s blood from his hand,
there has been a never-ending conflict between those
who make the laws and those who break them.

—Guy H. Thompson, Missouri Crime Survey,
1926, 12 A.B.A.J., 626, 632

In a recent article, we explored the emerging social phenomenon of virtual
worlds and the legal issues raised by these environments.1 We focused upon
two primary questions. First, we asked whether the virtual items and prop-
erties currently being bought and sold by residents of virtual worlds should
be regarded as property in a legal sense. We concluded that no obvious rea-
son exists prohibiting the recognition of legal interests in intangible virtual
properties. Second, we explored the question of whether the current tech-
nocratic, corporate, and anarchic governance systems in virtual worlds
should be problematic from the standpoint of democratic governance. We
concluded that due to the unique nature of the virtual spaces and the
unusual and varied conventions that govern interpersonal actions within
these spaces, the governance of virtual worlds is a very complicated ques-
tion and would be better left to internal and market-driven forces.

In this essay, we will look at a third issue that is largely derivative of the
two issues previously explored. Private property systems inevitably present
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the potential for social conflict by granting private ownership rights that
can be infringed by trespass and conversion. In the essay, we will explore
the issue of nonconsensual appropriation and destruction of virtual prop-
erties and ask whether these behaviors might be seen as truly criminal. We
will conclude that such conflicts will generally not give rise to criminal lia-
bility, but that some activities involving the exploitation of game software
for financial gain may give rise to criminal liability under computer tres-
pass statutes.

Defining “Virtual Crime”

Initially, we would like to emphasize our wariness of the general concept
of a “virtual crime.” One of the first and most well-known “virtual crimes”
was the “rape in cyberspace” reported by journalist and author Julian
Dibbell. Dibbell was a participant in the LambdaMOO MUD, a multipar-
ticipant text-based virtual environment. The “rape” in question was essen-
tially a real-time nonconsensual textual description of the violent sexual
mutilation of an online community member to other community mem-
bers. The surface appearance of the “rape” was the display, on the com-
puter monitors of several community members, of graphic and offensive
textual sentences that seemed to originate from the victim. The “rapist,”
Mr. Bungle, was the screen name of the typist of those descriptions. As
commentators have noted, Mr. Bungle’s acts were insufficient to form the
basis for criminal prosecution.

Many legal scholars have referenced Dibbell’s report, including Susan
Brenner, who wrote an article referring to the Bungle incident as a “true”
virtual crime. Brenner concluded that other varieties of virtual crimes, if
they could be described as crimes at all, would need to have all the ele-
ments of real crimes, and thus were not really a meaningfully new variety
of criminal activity. Orin Kerr recently gave a similar skeptical appraisal of
the Bungle incident, disagreeing with Lawrence Lessig’s suggestion that
there could be a valuable “link” between actual rape and the LambdaMOO
“rape in cyberspace.” Kerr has said that such a link is “tenuous at best: It is
the link between a brutal rape and a fictional story of a brutal rape. Surely
the difference is more striking than any similarity.”

Part of the problem with the notion of the LambdaMOO rape as a “vir-
tual crime” lies in the word “virtual” itself. According to standard dictio-
naries, “virtual” in some cases refers to things which are practically the

122 f . g r e g o r y  l a s t o w k a  a n d  d a n  h u n t e r

<i>The State of Play : Law, Games, and Virtual Worlds</i>, edited by Jack Balkin, and Beth Simone Noveck, New York
         University Press, 2006. ProQuest Ebook Central, http://ebookcentral.proquest.com/lib/washington/detail.action?docID=2120722.
Created from washington on 2019-06-29 01:49:26.

C
op

yr
ig

ht
 ©

 2
00

6.
 N

ew
 Y

or
k 

U
ni

ve
rs

ity
 P

re
ss

. A
ll 

rig
ht

s 
re

se
rv

ed
.



same in effect as the term modified, and in other cases it simply refers to
representations of things created, simulated, or carried on by means of a
computer or computer network. The latter definition gained its popularity
in the 1990s when the word “virtual” became almost as much a buzzword
for technophiles and marketers as “low carb” is today. “Virtual” was used
to describe almost all things that involved technology—especially Internet
technology. Popular media embraced “virtual reality.” Internet-dependant
communities were described as “virtual communities,” online booksellers
were called “virtual bookstores,” and programs that mimicked the func-
tions of appliances were called, for example, “virtual alarm clocks.” Hand-
held games were called “virtual pets” and an annoying animation of a
paper clip that came with Microsoft Office software was called a “virtual
assistant.” As the cyberspace scholar Marie Laure-Ryan has observed, this
widening of the term “virtual” threatens to render it virtually meaningless.

The term virtual crime can be just as meaningless as the term “virtual
pet” if it is defined to include all computer-generated simulations of
crime. Realistic digital simulations of mass murder occur every day on the
computer monitors of those playing Grand Theft Auto III and on home
entertainment centers displaying DVDs of Hamlet. Such “virtual crimes”
are the subject of policy debate because they trouble many legislators and
cultural commentators. However, even the representations of villainy that
occur in interactive games are generally understood as speech and nothing
more, and thus are within the scope of constitutional free speech protec-
tions. As Kerr has said, these activities are essentially stories.

A narrower definition of virtual crimes might equate virtual crimes
with cybercrimes, defining cybercrimes as crimes committed against a
computer or by means of a computer. Obviously, computers (like book-
stores, alarm clocks, and paper clips) can be utilized in the furtherance of
criminal conduct and there are many state and federal statutes that
expressly criminalize certain types of conduct involving computer net-
works. But these crimes are real crimes with real consequences. In this
case, there is a risk presented by conflating the actual with the “virtual”
because doing so makes computer crimes seem less serious than real
crimes. Those who share “virtual” programs and files (and violate copy-
right law in the process) are spending jail time in real penitentiaries.

But there is still a proper place for the term “virtual crime.” A Japanese
man recently hacked into another person’s virtual world account, sold her
virtual house to another player for real cash, and pocketed the proceeds.
This type of activity might be described as a virtual crime because it refers
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to a crime which “exist[s] or result[s] in essence or effect, though not in
actual fact, form, or name.” This is the older sense of the modifier “vir-
tual,” and would include those crimes that somehow evoke and approach
the effect and essence of real crime, but are not considered crimes. To us,
this seems to be the exact nature of “virtually criminal” activities such as
the “rapes in cyberspace” that occur within the context of virtual worlds
and are decried by participants. Such “crimes” may cause real psychologi-
cal, social, and financial harms to their victims and they may grossly trans-
gress reasonable and sensible civic expectations of behavior, but they are
not activities that tend to fall within the scope of existing criminal prohi-
bitions due, in part, to the unique nature of virtual spaces.

As Lawrence Lessig noted several years ago, many people are spending
more time in virtual worlds and it is slowly becoming impossible to ignore
these places of cyberspace. It is also slowly becoming impossible to ignore
the fact that virtual crimes are occurring. If we expect virtual worlds to be
increasingly important and to resist external attempts at legal regulation,
we can expect virtual crimes to be an increasing cause of concern for the
communities engaging in the design and experience of virtual worlds.

The Bone Crusher Dilemma

To introduce the concept of virtual property crimes, we can return to an
incident once again described by Julian Dibbell. During the year 2003,
Dibbell took a career turn to become a professional trader of virtual goods
within the world of Britannia, the virtual world environment of the game
Ultima Online. With the help of his tiny avatar, Dibbell traded virtual cur-
rency and chattels that he had acquired within the virtual world of Ultima
Online for U.S. dollars via PayPal. The scope of his operations and ambi-
tions were modest in comparison to other virtual goods traders. However,
he did make thousands of real dollars in profit in the course of his last few
months.

Like other virtual worlds, Ultima Online lacks a specific quantifiable
“win/lose” outcome, making it arguably a place more than a game. In
other words, the precise goals of Ultima Online are not completely clear
and one never “loses” the game unless the player stops paying a monthly
subscription fee. Most players, however, do have clear goals in virtual
worlds, and the predominant goal is to seek the virtual empowerment of
their avatars. Players overcome challenges and obstacles set out by the
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game designers, and in the course of that play they obtain virtual power
and wealth for their avatars. Within virtual worlds like Britannia, one can
depend on the general rule that if an avatar has “lived” in a virtual world
for a longer time, it will be more powerful and wealthy (in the environ-
ment) than the avatar of a new player. Longer investments in the labor of
avatar existence lead, almost inevitably, to greater powers for the avatar.

The acquired power, in the form of virtual property, can be transferred
to other avatars in the form of gifts or mutually beneficial economic
exchanges. As Julian Dibbell has demonstrated, the economy of Britannia
and other virtual worlds intersects significantly with our own, and is cur-
rently running around U.S. $3.5 million per annum. And as economist and
virtual-world theorist Ted Castronova has explained, one can readily cal-
culate a real-world hourly wage for player activities in virtual worlds as
well as exchange rates for various virtual currencies. So, given the overlap
of the real economy and the virtual economy of Britannia and our econ-
omy, one might well ask the question: Should virtual property crimes be
recognized as real property crimes?

It is a common occurrence in virtual worlds that some avatars will sur-
reptitiously make off with the valuable possessions of other avatars. Such
“stolen” possessions may then be offered for sale to other avatars in
exchange for U.S. dollars. The sale of virtual assets generally violates the
standard license agreements of most games, but we might additionally ask
whether, if the items were procured by theft, the sale constitutes a sale of
stolen property in violation of the criminal law. Indeed, this was precisely
the moral conundrum that Julian Dibbell found himself in when his
avatar was offered an opportunity to “fence” a stolen virtual weapon (a
“Bone Crusher mace”) for real money.

At first glance, the fencing of the Bone Crusher for U.S. dollars would
seem to fall within the literal text of criminal statutes in many states. The
Model Penal Code states that “a person is guilty of theft if he purposely
receives, retains, or disposes of movable property of another knowing that
it has been stolen, or believing that it has probably been stolen, unless the
property is received, retained, or disposed with purpose to restore it to the
owner.”2 There is no general exemption to the statutory provisions for
thefts that take place in virtual worlds.

Of course, while the language of the Model Penal Code may seem clear,
one faces an interpretive difficulty in applying such statutory language to a
realm constituted solely of images. René Magritte noted this problem at
the heart of language by writing next to a representation of a pipe: “Ceci
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N’est Pas Une Pipe.” (“This is not a pipe.”) Similarly, the Bone Crusher
mace is not a mace but just the representation of a medieval weapon on a
personal computer. One might conclude, due to the medium, that the
theft of the Bone Crusher was simply a representation of theft, not a true
theft intended to fall within the ambit of the Model Penal Code. Indeed,
one might reasonably predict that since Ultima Online is commonly
understood to be a computer game, the gut reaction of state and federal
prosecutors to the theft would be to view it as analogous to the gruesome
murder of a little pizza-shaped avatar at the hands of Inky, Blinky, Winky,
or Clyde.

We think this gut reaction is a good thing for virtual worlds. Conflating
Pac Man with Ultima Online, as many skeptics seem inclined to do, would
leave the social problems of virtual worlds in the hands of the communi-
ties that understand those problems. External legal regulation of virtual
worlds would be kept at bay, but not out of the sort of respect that John
Perry Barlow once demanded. Instead, a healthy disrespect for the activi-
ties of virtual communities would shield them from outside interference.
The short-term result, however, would still be the same.

We have doubts about the long term, however. The economic spillover
effects of virtual crimes may lead some victims to petition real-world
courts for more extensive involvement, as has already occurred in Asia.
Virtual chattels like Bone Crushers are currently being created, traded, and
socially valued in ways that are generally compatible with traditional theo-
ries of property. The money that Julian Dibbell made from fencing the
stolen representation was perfectly real. So if real cash is paid for represen-
tations, and if (as we have previously argued), there seems to be no strong
case for denying virtual objects the status of property, it is predictable that
someday a victim of a serious virtual crime will make the case that the
words “property,” “owner,” and “stolen” in the Model Penal Code encom-
pass “chattels” like Bone Crusher maces.

The intangibility of the representation in such a case may not be a sig-
nificant stumbling block to the application of criminal law. The Ninth
Circuit recently concluded that the deceitful conversion of an Internet
domain name is actionable in California.3 Domain names, like Bone
Crushers, are often viewed as being property interests by their owners, but
are essentially nothing more than representations. The idea that a domain
name is a property interest may seem like a social fiction. But property law
itself is a social fiction. If a domain name can indeed be “stolen,” then per-
haps it follows logically that a Bone Crusher mace—a similar artifact at
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the intersection of software, databases, and networks—should be equally
capable of being “stolen.” If the occurrence looks like theft of property, is
socially perceived as theft of property, and has the economic impact of
theft of property, then Judge Kozinski’s commonsense summary of the
issue of domain name theft would seem to apply to the theft of Bone
Crusher maces: “The common law does not stand idle while people
[unlawfully dispose of] the property of others.”

The Laws of Game Rules

But we are skeptical that Julian Dibbell could be prosecuted for fencing
stolen property. In our view, his freedom from a punitive fine or jail term
has little to do with the intangibility of the Bone Crusher representation.
Instead, we believe his primary defense to a charge of theft would be that
Ultima Online is styled as a game where Bone Crusher maces are designed
to be stolen. In other words, within the Ultima Online setting, Bone
Crusher maces have a property status similar to the status of basketballs
on a basketball court in the physical world.

Like basketballs, Bone Crushers have clear value in the context of the
game. Other players of the game appropriate this value when basketballs
are “stolen.” We unambiguously refer to this activity as “stealing”—the
same word we use to describe criminal conversion or theft. The loss of a
basketball game can have serious emotional and financial consequences
for a basketball player. However, no player would dream of responding to
a basketball’s “theft” by petitioning the legal system for a remedy. Instead,
the available self-help remedy must be perfected consistent with the rules
of the game, which prohibit state intervention in disputes over ball owner-
ship. The norms of game play supersede the standard rules of society, and
the “magic circle” of game play will only be broken when a player violates
the game rules.4 A violation of game rules will result in a stoppage of play
and a penalty of some sort, such as, the return of the basketball to the
prior game owner.

While this game/nongame distinction is perfectly clear, it has social
implications that can be fairly radical and perhaps normatively problem-
atic. For instance, intentionally killing someone by throwing a rock at his
head would almost certainly result in an indictment for criminal murder.
For most of us, there is an intuition that a person should spend a substan-
tial amount of time in jail for that type of activity. By comparison, how-
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ever, what is our reaction to a pitcher who kills a batter by throwing a
“beanball” or a player who seriously injures another participant in a game
of hockey? One of the best known cases of beaning involved Ray Chap-
man of the Cleveland Indians, who died on August 16, 1920, when he was
hit on the head with a fastball thrown by Carl Mays. The circumstances
indicate that Mays intentionally hurled a potentially lethal projectile at
Chapman’s skull. However, despite an abundance of witnesses, Mays was
never indicted for manslaughter.

Analogously, civil torts committed during the course of games are not
only determined simply by the laws of negligence, but also take into
account game rules. As the Tenth Circuit noted in Hackbart v. Cincinnati
Bengals, Inc.,5 “subjecting another to unreasonable risk of harm, the
essence of negligence, is inherent in the game of football.” Thus, the Tenth
Circuit has recognized that the game world of professional football is fun-
damentally at odds with the social imperatives of tort law—yet law, not
football, gives way in this conflict. Where the game rules prohibit certain
actions, however, the law of tort will resume its rightful place, as the Tenth
Circuit made clear: “[I]t is highly questionable whether a professional
football player consents or submits to injuries caused by conduct not
within the rules.”

Even the U.S. Supreme Court has seen fit to pursue the proper inter-
pretation of game rules in deciding how to apply congressionally
enacted statutes. In PGA Tour, Inc. v. Martin,6 the Supreme Court
looked to the rules of golf to determine if Casey Martin should be per-
mitted to use a golf cart to drive between golf holes pursuant to the
Americans with Disabilities Act (ADA). The Court stated that the
“walking rule that is contained in [PGA’s] hard cards, based on an
optional condition buried in an appendix to the Rules of Golf, is not
an essential attribute of the game itself.” Hence, Justice Stevens stated,
because the walking rule was not an essential rule of golf, the ADA
required the accommodation of the golf cart for Casey Martin. This
implies, of course, that if the walking rule were essential to golf, no
accommodation would have been required.

Justice Scalia seemed rather incensed at this intrusion of congressional
statutes upon the sphere of private game rules. He asked: “Why cannot the
PGA TOUR, if it wishes, promote a new game, with distinctive rules
(much as the American League promotes a game of baseball in which the
pitcher’s turn at the plate can be taken by a ‘designated hitter’)? If mem-
bers of the public do not like the new rules. . . . they can withdraw their
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patronage. But the rules are the rules. They are (as in all games) entirely
arbitrary.” The majority’s opinion in the Martin case, as well as Scalia’s dis-
sent, both demonstrate the give and take that occurs when game rules are
subject to legal regulation. In essence, the law often recognizes and
respects the separate social orderings created by game rules, and gives that
ordering substantial leeway.

If it is true that potential criminal prosecutions may be somehow
defused by the rules of baseball and that negligence bows to football, per-
haps virtual crime prosecutions will be equally unlikely due to the ground
rules of computer games. After all, the societal stakes of computer games
are much lower—players do not place their physical safety at risk by play-
ing Ultima Online. The harms suffered by victims within virtual worlds
are generally only an emotional and social discomfort and, to some extent,
a putative financial harm where players have the right to trade virtual
properties.

If the rules of virtual worlds indeed can play an important part in
determining whether Julian Dibbell’s fencing of the Bone Crusher was a
virtual crime, it is clearly important to ascertain the rules that govern the
game of Ultima Online. As we explain below, however, the rules of most
virtual worlds are difficult to analogize to the rules of more traditional
games.

The Lawlessness of Computer Games

Computer games are inherently different than real space games, in that
they are creatures of software. Software creates the physics of computer
games, gives meaning to game components, and enables player behaviors.
One might argue, therefore, that the software code of a game constitutes
the “rules” (if any) of the game. By contrast, physical space games such as
football, baseball, and basketball, are all governed by external, quasi-legal
rule systems that guide both actions and outcomes. These external rule
systems constrain the actions of players and game items.

In the physical game of football, one cannot cross the line of scrim-
mage before the ball is snapped, not because it is not possible but because
doing so will result, according to the rules, in a stoppage of play and a
punitive sanction. Likewise, in baseball, a batter cannot run the bases after
hitting a foul ball, not because this is physically impossible but because it
would be futile and nonsensical pursuant to the rules of baseball. These
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player-internalized rules can be analogized to legal rules and norms. One
does not walk into a stranger’s home because laws and norms prospec-
tively limit otherwise possible physical actions by the known threat of
resulting formal and social sanctions.

When software rules constrain player actions, on the other hand, the
player has no ability to undertake impermissible actions. So while a game
program’s interface must be learned (A=left, S=right), a game like Space
Invaders cannot be explained by a series of prohibitions and entitlements
similar to the rules governing football, baseball, or solitaire. Certainly,
players adapt their behavior to avoid losses, but no possible potential
actions are prohibited by any “rules” of Space Invaders. Likewise, impartial
referees are not needed when two people play Combat on a vintage Atari
2600 console because the game code fulfills that function. Therefore,
“cheating” at Space Invaders or Combat is impossible without modifying
the game’s code, which serves as its rule set. The prohibition against code
breaking is the primary “rule” of computer games—players are not per-
mitted to “win” games by severing the game designer’s Gordian knots.
This reliance on software as rules is perhaps the most significant difference
between computer games and physical games.

Virtual worlds, to some extent, are just a massively social implementa-
tion of traditional genres of computer games. They depend primarily on
software rules because, like Space Invaders, they are fundamentally code.
The software code of Britannia is what makes the theft of Bone Crusher
maces possible and therefore putatively “legal,” as all actions are legal
when playing traditionally lawless computer games. But unlike traditional
computer games, virtual worlds do not rely exclusively on software for
their rule systems. Instead, unlike most other computer games, virtual
worlds are accompanied by explicit textual rule sets that are carefully
drafted by lawyers and game designers and designed (at least in part) to
curtail antisocial behaviors. These nonsoftware rules of virtual worlds are
often expressed in standard end-user license agreements. Players may be
additionally required to assent to Terms of Service, Rules of Play, and
other varieties of contractual agreements.

For instance, in Ultima Online, the written code endorses the game’s
software code by explicitly granting players what appears to be permission
to steal from other players. While code-enabled harassment is expressly
forbidden by the Ultima Online rules, there is a particular carve-out that
clearly removes the theft of another player’s virtual property from the
scope of harassment. As the current policy reads:
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[A]nything considered a valid play style in Ultima Online is not considered

harassment. In other words, player killing and thievery . . . is not considered

harassment. By valid, we mean that there are gamer mechanics created

around these play styles . . . such as . . . the thieving skill, bounty systems,

murder counts, the existence of guards, etc. Ultima Online is a role-playing

game that encourages various play styles, and players should seek ways of

protecting themselves against these play styles through game mechanics.

So, according to both the software code of the game and the contrac-
tual agreement to which one must assent in order to play Ultima Online,
thievery is simply a “play style.” One’s redress for being victimized by a
thief is to resort to game mechanics.7 If stealing Bone Crusher maces is
indeed a permissible activity pursuant to both the software and the con-
tractual provisions in Ultima Online, it would seem that the theft of a
Bone Crusher mace could not possibly constitute an unlawful conversion.
Likewise, even though there is no common-law doctrine that exempts in-
game property thefts from the scope of criminal law, it seems highly
unlikely that virtual property “crimes” which are entirely consistent with
software and contractual game rules would be criminally prosecuted.

We should add that the software licenses provide an additional reason
for removing interavatar theft from the scope of property crimes. Most
virtual-world EULAs insist that the intangible artifacts in the game are the
property of the game company and are never “owned” by players. Bone
Crushers, therefore, never leave the exclusive possession of Electronic Arts,
because they never leave Britannia. Because the game owners are not
deprived at any time of their property, arguably game properties can never
be “stolen” pursuant to the language of the Model Penal Code.

We do not wish to be overly sanguine about this conclusion, which
seems to neatly eviscerate the notion of player rights in virtual worlds.
There is some theoretical potential for the legal recognition of player enti-
tlements to virtual property and to the legal prohibition of virtual prop-
erty crimes. In the PGA Tour case discussed above, for instance, the PGA
was essentially a game owner and it had expressly promulgated the rules
of a competition that forbid Casey Martin to use a golf cart. Yet the
Supreme Court did not defer to the PGA’s rules of golf when they confli-
cted with the needs of a disabled player. Similarly, courts and legislators
may conceivably refuse to defer to the private orderings created by con-
tract and software in the case of virtual worlds. But we cannot, at this
point, predict under what circumstances legislatures and courts will be
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willing to depart from the current default rule of nearly absolute wiz-
ardocracy. As we explain in the next section, we predict that in the short
term the issue of virtual property crime will more likely have real legal
teeth if game owners, rather than the game players, are the ones to press
courts to recognize the existence of virtual property.

“Real” Virtual Crimes

By concentrating the legal control of and rules regarding virtual property
in their own hands, game owners and designers may essentially disarm
many of the difficult legal issues stemming from interavatar property
crimes. However, placing the issue in the hands of the game owners does
not defuse the issue entirely, but simply shifts the focus of the legal analy-
sis from a myriad of avatar players to a handful of corporate persons who
create, own, and administer virtual worlds.

Game owners are not eager to recognize the legal existence of virtual
property because the issue is generally associated with player ownership of
their own swords and light sabers. Historically, game owners have been
hostile toward player-run markets for virtual property and have viewed
the “sale” of virtual property by players as a form of cheating. Analogies
have been drawn to meritocracies in sports, where transferring rights to
achievement by payment is seen as reprehensible behavior. When athletes
throw games, they risk disgrace and even criminal charges.

But Ultima Online is not a typical game. Virtual world designers gener-
ally design with the intent that players will trade virtual properties and
currencies.8 Indeed, a brisk social trade in virtual properties is generally a
goal of designers, who see it as the sign of a healthy virtual economy and
an enjoyable game. What game owners find distressing is not the practice
of exchange but the intrusion of external economic forces on what they
would rather see as an independently ordered sphere of game play. In
other words, game developers strive to create the illusion of property own-
ership and a vibrant economy, but wish to keep player ownership, as a
legal matter, strictly illusionary.

It is not unusual for game companies today to ban the accounts of indi-
viduals who engage in the business of virtual goods trading. There are
legitimate reasons for game companies to take this stance. Many virtual-
world participants believe that trading virtual goods for real money is
unethical and breaks the spirit of the game. Designers warn that organized
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player hoarding and trading can destabilize virtual economies in ways that
ruin game play. The perception that such unauthorized player sales are
free riding on game company investments probably also plays into the
general owner antipathy toward the concept of virtual property in a big
way.

However, game owners may find that the concept of virtual property is
a two-edged sword. Virtual-world owners have long faced difficulties in
policing the security of their systems against exploiters. Combining
sophisticated code exploits with virtual-property markets can be big busi-
ness. In South Korea, a twenty-two-year-old student and an accomplice
manipulated a virtual-world server and made off with 1.5 billion won, or
approximately U.S. $1.2 million. The federal Computer Fraud and Abuse
Act (CFAA)9 would seem to apply to such activities. A criminal violation
of Section 1030 requires three main elements to be made out: First, the
defendant must have intentionally accessed a computer. Second, the access
must have been unauthorized or have exceeded the scope of the defen-
dant’s authorization. In the case of most security breaches, these two facts
can be established. The third requirement of the CFAA, however, is that
the damage resulting from the unauthorized access must be over $5,000.
Could the theft of virtual properties constitute real damage under the
CFAA?

A recent case attempted to shed some light on this issue. On July 30,
2003 in Las Vegas, U.S. District Court Chief Judge Philip M. Pro heard a
CFAA case of the United States v. J. B. Weasel. Mr. Weasel stood accused of
directing an avatar called “Terron” to hack into another player’s account in
the virtual world of GettaLife, strip him of his virtual assets (especially his
prized “Staff of Viagra”), and leave his avatar naked and defenseless in the
game. The case was fictional (“get a life” is a common epithet cast at those
who frequent virtual worlds), but the lawyers, the law, and the judge were
all real. The moot court was conducted at the 2003 “Black Hat Confer-
ence” of network and computer security specialists. The most interesting
outcome was a jury finding regarding the real value of virtual assets. Ted
Castronova was an expert witness for the prosecution and argued that the
virtual assets were indeed worth over $5,000. As Castronova recounts:

Defense counsel Jennifer Granick mounted a strong counter-argument,

namely that we might, as a society, decide that it is just too difficult to clas-

sify game-related damages as real, just as we shy away from taking cases of

lost sexual favors to court, even though there clearly are damages. This pow-
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erful argument suggests that losses in something we agree to call a “game”

should also be free from legal oversight, even though, in fact, the distinction

between game and life is arbitrary. In the end, jury and audience disagreed

with this cultural stratagem, preferring instead Prosecutor Richard Sal-

gado’s argument that human activity in the allegedly virtual space is not vir-

tual at all. It is real activity and has real values and thus, in principle, it

deserves the full attention of policy and law.10

If such a finding obtains in a real courtroom, it would have the potential
of effectively criminalizing the unauthorized creation and “theft” of vir-
tual properties from game owners. A quintessential example would be a
“gold dupe” where a player would, by exploiting flaws in the game code,
generate duplicate currency. If one has enough game accounts and
machines exploiting this sort of dupe, it is possible to create so much gold
that it devalues the in-world currency. Of course, for the exploiter, a dupe
can generate a substantial number of real-world dollars before the
real/virtual currency exchange rate falls off the cliff.

Dupes and exploits obviously don’t make sense as “theft” offenses, even
though the individual currency “pieces” might be considered the property
of the game owners. The crucial point is that a duper or exploiter is, in
some sense, creating new value, not destroying existing value. Yet the
devaluation of virtual currencies through massive exploits can wreak
havoc on the experience of ordinary players and in some cases frustration
and dissatisfaction with broken game economics may lead players to ter-
minate game subscriptions. Thus, game owners can potentially point to
real economic harms created by the “theft” (via creation) and sale of vir-
tual currencies. These harms may, in turn, give rise to criminal prosecu-
tions for property crimes via computer trespass statutes.

Conclusion

As we have demonstrated, the problem of virtual crime, like all legal issues
that arise in the settings of virtual worlds, is exceedingly complicated.
Only time will tell if one day an ambitious prosecutor will decide to indict
the next Mr. Bungle and thereby assert that virtual worlds are meaning-
fully different from their video games ancestors. If such a prosecution
should indeed occur, we will share the concern of virtual-world designer
Richard Bartle, the coauthor of MUD1: “My only concern here is that laws

134 f . g r e g o r y  l a s t o w k a  a n d  d a n  h u n t e r

<i>The State of Play : Law, Games, and Virtual Worlds</i>, edited by Jack Balkin, and Beth Simone Noveck, New York
         University Press, 2006. ProQuest Ebook Central, http://ebookcentral.proquest.com/lib/washington/detail.action?docID=2120722.
Created from washington on 2019-06-29 01:49:26.

C
op

yr
ig

ht
 ©

 2
00

6.
 N

ew
 Y

or
k 

U
ni

ve
rs

ity
 P

re
ss

. A
ll 

rig
ht

s 
re

se
rv

ed
.



may be drawn up prematurely, without proper consultation with those
who ‘get’ virtual worlds, and we could be stuck with something unsuitable
or unworkable as a consequence.”11

As the Honorable Loretta A. Preska has noted, “Judges and legislators
faced with adapting existing legal standards to the novel environment of
cyberspace struggle with terms and concepts that the average American
five-year-old tosses about with breezy familiarity.”12 Judge Preska contin-
ues in a footnote: “I recall in this respect a particularly confusing item of
testimony elicited at the evidentiary hearing: Ms. Kovacs, plaintiffs’ expert
witness with respect to the Internet, testified that on one occasion while
she was in a MUD (a MultiUser Dungeon), a malefactor sicced his ‘virtual
dog’ on her because she had trespassed on his domain. Fortunately, the
other inhabitants of the MUD came to her rescue, vehemently protesting
the unfriendliness of the virtual canine attack. Relieved as I was that the
story had a happy ending, I must admit that it afforded me a window into
an entirely unknown world.”

Judge Preska’s comments are admirably honest, and show that Bartle
has a point. Some degree of confusion and category mistake will almost
inevitably result from judicial attempts to interpret traditional criminal
laws in order to police player behaviors in virtual worlds. Ironically, if we
wish to preserve the benefits of virtual worlds as free and independent
social experiments, we should probably keep the criminal law at a safe dis-
tance.
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8

Owned!
Intellectual Property in the Age of eBayers,

Gold Farmers, and Other Enemies of the Virtual State

Or, How I Learned to Stop Worrying and 
Love the End-User License Agreement

Julian Dibbell

Possession, they say, is nine-tenths of the law, and not being a lawyer
myself—or even a legal scholar—I’ll have to take their word for it. But
having spent considerable time in the company of lawyers and legal schol-
ars lately, I do know this: the remaining tenth is storytelling. As a journal-
ist, therefore, I feel at least somewhat qualified to stand before this august
body of lawyers and legal scholars and do my professional thing, which is
to tell a story. By no coincidence, the story I want to tell right now revolves
around a legal case, a case with far-reaching implications for the concepts
of property in virtual worlds and of governance in online settings gener-
ally. But mostly it’s the story of my own evolving understanding of what
those implications might be. And if that story happens to move your own
understanding forward just a bit, well, as any lawyer will attest, stories can
do that.

Ours begins in the year 2001, with a group of enterprising young
Southern Californians who at the time were doing business under the
name of Black Snow Interactive. And a curious line of business it was: they
spent their days acquiring and selling, on eBay and elsewhere, the scarce
virtual goods that are the obsessively coveted focus of multiplayer online
role-playing games like Ultima Online and Dark Age of Camelot. For the
most part they trafficked in “gold coins” and other fictional currencies,
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and made piles of profit doing it. But the opening scene of the story finds
our heroes suddenly stymied, their operations in the lucrative Dark Age of
Camelot space abruptly halted when the owner of that game—a company
called Mythic Entertainment—suspended their accounts and, alleging
intellectual property infringements, prevailed upon eBay to suspend their
auctions for items acquired within the fantasy realms of DAoC.

Now, the members of Black Snow Interactive were hardly the only peo-
ple engaged in this sort of trade, and they certainly weren’t the first to have
their goods thus confiscated. And if they’d been more like the rest of their
fellow traders, they would most likely have just laid low for a while and
returned to the game under some other identity—or moved on to another
game altogether. But for some reason Black Snow chose to stand and fight.
They filed a federal suit against Mythic for unfair business practices, and
then they very publicly announced that they had done so.

“What it comes down to,” declared Black Snow partner Lee Caldwell,
“is, does a MMORPG player have rights to his time, or does Mythic own
that player’s time? It is unfair of Mythic to stop those who wish to sell
their items, currency or even their own accounts, which were created with
their own time. Mythic, in my opinion, and hopefully the court’s, does not
have the copyright ownership to regulate what a player does with his or
her own time or to determine how much that time is worth on the free
market.”

Self-serving as the press release may have been, it did raise an interest-
ing point: Who exactly owns the products of game-world economies—the
company that creates the game, or the player whose time and efforts bring
the economy into existence? Or to put it another way, did Black Snow’s
hard-won possession of its virtual goods indeed get them nine-tenths of
the way toward legal ownership, or was this peculiar form of property
simply (to cite another pertinent adage) theft?

There were other issues at stake. So many, in fact, that by the time word
got around about Black Snow’s suit, there were very few people with a
more than passing interest in the economics of online games who had not
thought and/or argued long and hard about it. And I was no exception.
Having written passingly about the case for Wired magazine, I was invited
to give a talk about it at Stanford Law School in the fall of 2002. There I
spoke about the broader issues the case raised, which to my mind were
two.

First, and most interesting, was the question of intellectual property in
the digital sphere. And given that my invitation to speak at Stanford had
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come from Lawrence Lessig and his crowd, you can easily guess the direc-
tion my thoughts on the subject ran in. To me, Mythic’s claim of copyright
infringement was not only a weak one but a classic instance of the overap-
plication of intellectual property claims in digital contexts. After all, to
transfer a virtual sword or gold piece from one player to another is not to
duplicate the item but to move it, as it were, from one file folder to
another—a procedure involving trivial copying at most and none whatso-
ever for any economic purposes. Thus, I argued, Mythic’s restrictions on the
sale of virtual items represented yet another digital-age curtailment of the
so-called first-sale doctrine, which for a century has guaranteed the right of
second-hand booksellers and weekend yard salesmen, among others, to sell
copies of works to which they hold no copyright. Mythic no doubt owned
the copyright to its fictional swords and coins, but its claim to own each
copy of those fictions, implicit in its maneuverings against Black Snow,
plainly ran afoul of a hallowed if increasingly embattled point of law.

Of course, the point was rendered somewhat moot by the fact that the
end-user license agreement for Dark Age of Camelot subscribers had
obliged Black Snow to waive any right to resell their items at all. And here
lay the second and, to my mind, maddeningly less interesting of the case’s
central questions. For if it was bad enough that the agreement was the
usual raw deal one sees in software and network-access licenses—a non-
negotiable contract of adhesion granting much to the issuer and little to
the user—this one had the additional effect of superseding altogether the
piquant intellectual-property issues the case might otherwise provoke. All
a judge had to do was rule the relevant terms of the contract valid, and all
discussion of Mythic’s intellectual-property claims would melt into irrele-
vance. The end-user license agreement in this case, then, was not only the
instrument of iniquity that EULAs tend to be but was, as well, a sort of
wet blanket thrown upon the sparks of intellectual controversy flying from
the case. It was not only bad but boring.

Thus concluded my analysis of the issues at stake. And there it might
have remained had my analysis not been somewhat at odds with certain
key facts of the case, heretofore left conveniently unmentioned.

It will not have escaped your notice that up to now I have said nothing
about the final ruling in Black Snow v. Mythic. This is mainly because, as it
turns out, there was no final ruling; not to speak of, anyway. A few months
after the initial filing, word got out that the Federal Trade Commision had
just issued a $10,000 judgment against Lee Caldwell and another of Black
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Snow’s principals—something to do with their involvement in a previous
business, an enterprise apparently consisting of the sale, online, of com-
puter systems they neither owned nor intended to deliver. Not long after
that, the boys of Black Snow stopped paying their attorney, stopped
returning his calls, and more or less disappeared, taking their lawsuit with
them.

This had all transpired months before I gave my talk, and while the
nature of their earlier operations hardly spoke well for the character of the
plaintiffs, it didn’t seem to me to diminish the essence of their claim or the
gravity of the issues it raised. Neither, for that matter, did a certain almost
equally undignified aspect of Black Snow’s present business model, the
precise workings of which bear some explaining.

I said before that Black Snow were in the business of acquiring and sell-
ing virtual goods, but I didn’t say how they were acquiring them. This, it
seems, involved various methods, none of which was particularly savory,
but one of which was of a crassness so naked as to approach genius. To
grasp what they were up to, it helps to keep in mind the economist
Edward Castronova’s calculation that players of EverQuest (the most pop-
ular of the multiplayer online role-playing games) can acquire goods
within the game at an average rate of about three dollars’ worth per hour.
Keep in mind as well that there are places in the world where the average
laborer makes less than that, and you get the picture: Black Snow had
rented an office in Tijuana, equipped it with a T1 Internet connection and
eight PC workstations, and hired three shifts of unskilled Mexican workers
to power-play Dark Age of Camelot and Ultima Online around the clock,
selling off the loot thus accumulated and paying the workers a small per-
centage of the proceeds.

The players whose rights Black Snow was so nobly standing up for, in
other words, were in fact low-wage mouse-clickers slaving away in a vir-
tual sweatshop. This did, of course, lend a certain irony to Black Snow’s
crusade—but as I said, it seemed to me an irony that the merits of their
case could survive.

And yet, as I continued to think about the case after my talk, I began to
have my doubts. The first turn in my thinking occurred as I embarked on
a year-long attempt to duplicate Black Snow’s financial success (though
not their methods), buying and selling goods in Ultima Online and blog-
ging my efforts as I went along. “Play Money: Diary of a Dubious Proposi-
tion” (www.juliandibbell.com/playmoney) is the name I gave my blog, and
you can read the whole, sad story there if you like. For the present pur-
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poses, though, it’s enough to report that the project quickly brought me in
contact with players whose methods made the Black Snow sweatshop look
quaint. One sent me a photo whose implications made my mind spin, a
picture of a fully automated “gold farm”: twenty-four computers
crammed into a closet in his house, each one of them running an Ultima
Online client, each client piped to a program that repeated the same loot-
gathering operations over and over, without so much as a bathroom
break. If Black Snow had hit on one of modern capitalism’s great
efficiency-enhancing maneuvers—off-shoring—my friend the gold farmer
was working another—automation—for all it was worth.

What it was worth, in his case, was enough real money to wipe out his
student loans, buy his wife a new washer-dryer, and make a nice down
payment on a Prius. I didn’t begrudge him any of it, but I did have some
qualms about another picture he showed me. It was a chart of the price,
on eBay, of Ultima Online’s unit of currency, the gold piece, and it was
headed steadily, precipitously downward. The gold farmer told me that
this was the result of overproduction by other farmers, less scrupulous
than he, and a quick scan of selling patterns on eBay told me he was prob-
ably right. And here was a problem that hit home. After all, I was trying to
make money myself now, selling those coins, and the faster the price
dropped, the harder it would be for me to do that.

Moreover, this clear and present threat to my livelihood put me in a
better position to understand how the activities of the Black Snows and
the gold farmers affected the average player. It’s common to hear players
grumbling that those who buy their way to success in the game spoil the
success of those who play their way to the top, but I never had much sym-
pathy with that argument. Live and let live, I figured—if some players had
more money to spend than time to play, while others had more time than
money, what was the harm in letting each group follow its own best path
to the game’s upper levels? Now, though, I could see that the consequences
of the “export market” (as the economist Castronova has characterized the
exchange of virtual goods for dollars) weren’t so easily contained. The
cash market for gold drove the gold farmers, and the gold farmers drove
hyperinflation within the game, until eventually there was no way for any-
one, time-rich or time-poor, to keep up with the rising cost of living
except by resorting to the same very effective but not very playful methods
that had made the gold farmers rich.

Thus ran the argument anyway, and while I’ve since come to question
some of its premises, what remains clear is this: The argument had almost
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nothing to do with intellectual property. It was an argument, rather, about
a peculiar sort of economic justice, about the best way to regulate the daily
life of a peculiar sort of society, about the governance, in short, of a
semifictional world. And seen from within that world, the contemporary
intellectual property debate, in all its vastness, was just a sideshow. What
mattered here wasn’t whether Black Snow had or had not violated
Mythic’s copyrights. What mattered, rather—and mattered indeed—was
whether Black Snow had or had not done harm to the community to
which they belonged by virtue of their subscriptions to Dark Age of
Camelot.

Now, it may seem incongruous to bring up such lofty notions as gover-
nance, community, and economic justice in the context of a commercial
video game, but on this point, too, my thinking was moving toward a
place quite different from the one it started in. The shift here came a few
months after I had laid eyes on that gold farm, when I decided to pay my
first visit to online gaming’s equivalent of a Star Trek convention: the
semiannual EverQuest Fan Faire. The Faire was pretty much what I
expected, in most ways. Wizards and dwarves roamed the hallways in
hooded robes and bad makeup; small groups of doughy men and pale
women huddled around cocktails trading quest stories and character stats.
There was one recurring scene I hadn’t expected, however: conference
room after conference room was filled with players hurling questions,
advice, and demands at the designers of the game, who seemed to be tak-
ing careful notes. It looked for all the world like a series of town meetings.

And as I took it all in, I remembered in a new light a talk I had heard by
Dave Rickey, a leading MMORPG designer, just a few months earlier.
Rickey was ostensibly talking about how customer support works in a
game this complex, but by the end of his talk it was clear his point was
that it doesn’t. Customer support, in the traditional sense of companies
walking users through a product that the company understands much bet-
ter than the user, has to give way to something more like democratic poli-
tics. “You have to remember that, in aggregate, the players always know
your game better than you do,” said Rickey—and given that fact, he
argued, the most efficient way to manage customer satisfaction is to let
them tell you, to a certain extent, how to run your game.

Back at the EQ Fan Faire, I was seeing the game companies from a new
angle. Caught between the demands of a not entirely captive customer
base and the inefficiencies of trying to single-handedly manipulate a large,
complex society, they were doing what governments of large, complex
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societies have a strong tendency to do: outsource decision making to the
people. Needless to say, relations between the game companies and their
paying “citizens” are still a far cry from the best practices defined in, say,
the Federalist Papers. All the same, I realized, they come close enough to
blur the line between designing a game and framing a constitution. Com-
mon principles of game design (“keeping it fun,” “maintaining game bal-
ance”) start to sound suspiciously like certain founding axioms of classic
liberal political theory (“pursuit of happiness,” “the greatest good for the
greatest number”). People like Dave Rickey and Raph Koster start to
sound a little like John Locke and Jeremy Bentham.

And lo and behold, the end-user license agreement—that egregious
tool of corporate tyranny over the defenseless, voiceless customer (or so I
had painted it)—starts to look more like the place where a complicated
give and take between designers and players is finally ratified, transformed
from a murky power struggle into the legally binding rules of the game.
The EULA starts to look less like a contract of adhesion, in other words,
and more like a social contract.

Don’t get me wrong: EULAs are evil. Or at least EULAs as generally exe-
cuted tend to be. But that’s because the EULA as generally executed tends
to be effectively nonnegotiable. Whereas the EULA for a game like
EverQuest—as I could no longer deny after seeing its designers come face
to face with the fierce enthusiasms of its players—was effectively renegoti-
ated on a daily basis.

And in recognizing that, I was obliged to acknowledge that I had come
around one hundred and eighty degrees in my thinking about Black Snow
v. Mythic. No longer did intellectual property seem to me the most pro-
ductive frame to put around the case. No longer did a U.S. district court-
room seem to me the best place to resolve the case’s contradictions. No
longer, especially, did the end-user license agreement seem to me an obsta-
cle standing between the case’s central questions and their proper answers.

Quite the contrary. For the most central question of all, finally, was
whether or not activities like eBaying and gold farming did uncon-
scionable harm to a community like Dark Age of Camelot’s—and it was
precisely the EULA that kept that question in the hands of the commu-
nity’s body politic. Weighing the case purely as a matter of intellectual
property law, a judge could certainly have determined the legality of eBay-
ing once and for all, but because the actual reasons Mythic and many of its
customers wanted the practice stopped had nothing ultimately to do with
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intellectual property, any such ruling would have addressed those reasons
no more adequately than a coin toss. Ruling the EULA to be a valid con-
tract, on the other hand, would have sent the question back where it
belonged—into the much more finely tuned evaluative process that is the
ceaseless, grinding struggle between players and designers over the shape
of the game.

Again, don’t get me wrong: EULAs aren’t perfect. There are questions
they can’t answer, such as, for instance, whether Mythic wasn’t overstep-
ping when it invoked intellectual property law to compel eBay’s help in
enforcing the rules of its game. That’s one for the casebooks, to be sure.
And of course no EULA can guarantee that the negotiations that produce
it are genuinely fair and balanced, any more than a democratic constitu-
tion can guarantee a democratic state. As it is, I hasten to repeat, the feed-
back loop between MMORPG players and MMORPG designers is at best
a crude approximation of democratic government—and for the sake of
whatever fun inheres in these games is probably better left that way.

All that said, can there possibly be a legal mechanism better suited to
the peculiar demands of virtual-world governance than the end-user
license agreement? Look at it this way: The ontological ambiguities of the
virtual world are such that there is probably no realm in all of human cul-
ture—aside from the bedroom, perhaps—that is so consistently difficult
for the law to make sense of. Considering the novelty of this realm, we
might reasonably hope for future case law and legislation to do a better
job of it, but I suspect it will be a long time before enough of those ambi-
guities are ironed out to make a difference. And besides, why subject vir-
tual worlds to the uniformity of a legal code when so much of their appeal
lies precisely in their diversity? Ideally, they are parallel universes—alter-
natives not just to reality but to one another. And ultimately the only way
to secure that ideal in the legal context is through that part of the law
that’s friendliest to variety—the law of contracts.

Contract law gives us the EULA, and the EULA gives us alternatives.
Properly enforced, the EULA makes each virtual world its own parallel
legal universe, immunized as much as it can be from the inability of exist-
ing law to reckon with its strangenesses and possibilities. The EULA gives
us the restrictive legal regime that is Dark Age of Camelot, with its pro-
scriptions against eBaying and its standard clauses demanding copyright
to everything you say or do within its bounds. But the EULA just as easily
gives us the radically open alternate reality of an online world like Second
Life, where selling virtual items and virtual real estate is encouraged and
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all intellectual property rights remain in the hands of the players. For that
matter, the EULA can put us in interesting parallel realities even outside
the realm of fantasy and games: The famous General Public License, after
all, legal cornerstone of Linux and other open-source software, is effec-
tively a EULA, as are the various licenses designed by Creative Commons
to carve out a space for other alternatives to copyright.

Yes, possession is nine-tenths of the law, they say, and some say too that
this is best interpreted to mean that the law is overwhelmingly concerned
with questions of property. And even if that isn’t true of the law, it was
certainly true of me when I first came upon the case of Black Snow v.
Mythic. Fascinated by the power and scope of the intellectual property
question, I failed to notice the beauty, if it’s not too ridiculous to call it
that, of the EULA question, which is that it’s not about possession at all. In
some fundamental way, it’s about the same thing virtual worlds are about:
creation, invention, the conjuring of abstract universes, the telling of sto-
ries. It’s about that other tenth.
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9

Virtual Power Politics

James Grimmelmann

Every decision made by the designers of a virtual world is a political
decision. Every debate over the rules and every change to the software
is political. When players talk about the rules, they are practicing poli-
tics.

Exploits

Consider the following classic story from Lucasfilm’s Habitat, launched in
1985. A “vendroid” on one side of the world would sell a doll for seventy-
five Tokens (the Habitat unit of currency). A pawn shop at the other end
would buy dolls for a hundred Tokens each. A similar price disparity held
for more expensive crystal balls: One machine would sell them for 18,000
Tokens, while another would buy them for 30,000 Tokens. When a group
of players discovered this possibility for arbitrage, they took advantage of
it wholeheartedly:

One night they took all their money, walked to the Doll Vendroid, bought as

many Dolls as they could, then took them across town and pawned them.

By shuttling back and forth between the Doll Vendroid and the Pawn Shop

for hours, they amassed sufficient funds to buy a Crystal Ball, whereupon

they continued the process with Crystal Balls and a couple orders of magni-

tude higher cash flow. The final result was at least three Avatars with hun-

dreds of thousands of Tokens each. We only discovered this the next

morning when our daily database status report said that the money supply

had quintupled overnight.1
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In a game in which each player’s daily income was supposed to be a hun-
dred Tokens, the result of this arbitrage was to leave four-fifths of the
entire wealth of the game in the hands of a handful of players.

In games, as in the real world, this sort of inflation in the money supply
can be economically catastrophic. Prices for other game items skyrocket;
other players’ wealth effectively evaporates. Players who have previously
made steady incomes by selling items to pawn machines see their real
incomes collapse; items available from vending machines at fixed prices
and in unlimited quantity flood into the game, as well. Not only do players
who have invested in these items see their real value drop precipitously,
but the game servers themselves may become overburdened by the sudden
increase in virtual items they must track.

Today, a similar design mistake would be called an “exploit.” The
boundaries of what constitutes an exploit are necessarily fuzzy, for rea-
sons I will discuss below, but the general sense is that an exploit is any
activity in a game that produces rewards wildly disproportionate to the
effort involved, within the context of the game’s overall opportunities for
reward for effort. One also sometimes sees exploits referred to as “gold
duping” or “gold farming.” Although both these terms technically
describe more particular forms of exploits, they are used more generally.
Exploits have the feeling of alchemy: arcane secrets that produce virtual
gold out of thin air.

Exploits are a game designer’s nightmare, but they are also nearly
inescapable. Some exploits arise from outright coding mistakes, others
from the unexpected interaction of game features. Every major game
seems to have had exploit problems on a regular basis; game designers
have learned to keep a close watch on their economies for the telltale signs
that someone has discovered an exploit. When designers notice one, they
first alter the game software to prevent its future use and then try to undo
the damage. The following responses are typical:

• Since the Habitat vendroid exploit produced so much wealth, it was
easy to figure out who the exploiters were. The designers contacted
the newly rich players and convinced them to engage in a series of
potlatches, spending their money on “treasure hunt games” for the
amusement of other players.

• Ultima Online reduced its money supply after an inflationary exploit
by introducing a special red hair dye and auctioning it off. The dye
had no in-game function other than as a status symbol.
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• Dark Age of Camelot, like many other games, has a blanket policy of
warning, suspending, or ultimately expelling people who are caught
using exploits. Indeed, players are instructed to report possible
exploits if they discover any.

• EverQuest uses the threat of lawsuits and the threat of ejection from
the game to try to prevent the real-world sale of in-game assets,
including its currency. If other players are willing and able to pay
“real” money for virtual money, then ‘sploiters can convert their vir-
tual gains into hard money. By banning “eBaying,” EverQuest seeks to
reduce the financial incentive to look for exploits.

• It is rumored that Shadowbane, in response to a particularly bad
exploit, simply closed down the server which had been exploited.
Shadowbane’s designers were unable to determine who on the server
had taken advantage of the exploit, so they forced everyone to move
to a new server, leaving behind all their gold and all their real prop-
erty. The net effect was a contraction of the money supply through a
massive exaction, on the theory that the vast majority of the exacted
wealth would come from the ‘sploiters.

The range of responses is noteworthy. Habitat and Ultima Online
implicitly accepted the gains of exploiting and allowed the clever to retain
their wealth; they focused instead on repairing their games’ macro-
economies. The Dark Age of Camelot and EverQuest policies above are
much harsher; they treat exploiting as a form of crime and the gains as
contraband subject to confiscation.2 Shadowbane’s reply was certainly
antiexploit, but the consequences fell just as hard on people who had done
nothing “wrong.”

It is impossible to label these responses “right” or “wrong” in an
absolute sense. We need to refer to the social consensus of a game’s player
base to think about a change to the game. But once we do so, then every
change will have both supporters and opponents; it will privilege some
players while hurting others. Whether the game should make the change is
an issue of policy; whether it does make the change is a matter of politics.
Every choice about a game’s software is political.

One cannot dodge this point merely by referring to the end-user license
agreement (EULA) of the players with the game company. The EULA is
typically so one-sided, as far as the actual game goes, that it makes any
action by the game company right. Players have no right to object if the
game company closes an exploit, but they also have no right to demand
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that the company close one. Whether or not the game company will take
action will depend on its relationship with the players and its sense of
which response will be best for the game’s long-term popularity. But that,
in turn, will depend on the players’ feelings about the issue, the kind of
subjective and popularity-based inquiry that reference to the EULA was
supposed to avoid.

Similarly, one cannot derive the “ought” from the “is” of the game soft-
ware itself. One would like to say that the rules of the game are embodied
in the software. But the problem of exploits is precisely that the software
lets a ‘sploiter get away with something surprising. There is nothing
“wrong” with the exploit, as far as the software is concerned. ‘Sploiters
cannot breathe easy, however, because if the software is modified to close
the exploit and confiscate the duped gold, those rules of the game embod-
ied in the software have not been violated either. To figure out whether a
given change to a game constitutes the legitimate confiscation of counter-
feit virtual goods or the illegitimate taking of virtual property requires
referring to something outside the software.

That “something” is the collective expectation of the players about the
game they are playing.

Players and Designers

I would like to emphasize a few basic features of players’ diverse motiva-
tions.

First, their motivations are diverse.3 Players play games for many rea-
sons, including the pleasure of facing a challenge and overcoming it, the
pleasure of competing with others and of acquiring superior social status,
the pleasure of socializing with friends, and the pleasure of collaborating
with others in the pursuit of a common goal. They often play for a com-
plicated combination of these motivations. Given that even people moti-
vated by the same challenges will have different abilities and that people
motivated by socializing will have different networks of friends, it seems
safe to say that no two players play a game for exactly the same reason or
with exactly the same goals.

Second, a sense of challenge is a common motivation. Psychologically,
rewards tied to effort are more satisfying that ones that happen automati-
cally. Players frequently want games in which not everything is immedi-
ately available; they want games which require interactivity. This challenge
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could be absolute—for example, a player must attain a certain level of skill
to gain access to a particular part of the world—or it could be relative—
for example, an in-game tournament that can have only one winner.
Either way, players want their world to have meaningful constraints built
in.

Playing a game together means squaring these two features with each
other. Players with differing motivations and abilities must agree on a
common set of rules that provide a satisfying set of constraints. The rules
are the framework within which the game takes place; they are a compro-
mise among the players.

Virtual worlds use software to create this common framework: the soft-
ware shows players a representation of the game world and mediates
between the players in determining what “happens” in that world. One
might say that the rules of the game are enforced by the software, to the
best of its abilities. The software constitutes the “reality” of the virtual
world, by establishing a common set of metaphors for the players to share.
A certain set of bits on the server and a corresponding set of pixels on the
screen becomes a virtual apple; another, different set become a virtual
house. These common metaphors, together with the logic by which the
software responds to player requests to manipulate them, define the game
as what it is. Change them too much and the game becomes a “different”
one.

One of the most important ways in which the software of a virtual
world fills out the content of the game being played there is by establish-
ing a scarcity structure for the resources of the game. Habitat made
Tokens, Dolls, and Crystal Balls into scarce resources by handing out
Tokens only at the rate of a hundred a day and allowing other items to
enter the world only by being purchased. Ultima Online made red hair dye
into a scarce resource by auctioning it off.

These resources have multiple functions within the game. Some are val-
ued by players as goals in themselves, the rewards for completing particu-
lar tasks. Some are valued by players instrumentally, as a means to
accomplishing other goals. Some are valued by players as indicators of
social status, either as signs of prowess or as signs of conspicuous waste.
And finally, precisely because these resources are valued by players for so
many other purposes, they have value as currency: They can be exchanged
for other game resources, for favors, or for “real” wealth.

Game software, of course, does not spring into being from a vacuum.
Someone must program it, run it, and maintain it. For most major virtual
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world games, that someone is a corporation whose business model
involves selling access to the game on a subscription basis.

One way of looking at game designers in this model is as gods, because
they have godlike powers over the game world as a world. They call a game
world into being; they can also destroy it or remake it in any way they
wish: the tradition of calling them “gods” or “wizards” or “superusers”
reflects this virtual omnipotence. The gods can ban a player outright,
block her from speaking, confiscate her possessions, or turn her into a
toad. Further, under the terms of the EULA she probably clicked through
when joining the world, they can banish or “toad” her for no reason, with
no warning, and without offering her any compensation. Her only legally
guaranteed recourse is to quit the game, leaving behind whatever accom-
plishments she has built up there.

Unsurprisingly, this imbalance in power casts a long shadow across vir-
tual worlds, and frequently arouses concern among observers. Players reg-
ularly claim arbitrary mistreatment, especially where their losses due to
designer action have real economic value. Indeed, courts in some coun-
tries have started to open their doors to lawsuits by players against design-
ers for confiscating valuable virtual items.

Designer capriciousness is a real concern, especially in virtual worlds
that are more than “just games.” Nevertheless, I think that a focus on the
conflicts between players and designers is a distraction from an even more
important set of conflicts: those between players and other players. Com-
plaints about the unaccountability of designers are sometimes legitimate,
but they are often also a rhetorical posture adopted by players who lose
political contests with other players. But I am getting ahead of myself.

The problem with the “unaccountable designers” view of games is that
it fails to take account of the designers’ motivations. The hedonic goals
motivating players do not apply to designers in the same way; because
designers are not “bound” by the rules of the game in the same sense, they
aren’t really ever “playing” the game. Baseball umpires aren’t bound by the
rules of baseball, but we don’t fear that umpires will systematically oppress
players. Yes, there is the occasional incident of abuse of power, the unde-
served ejection, but on the whole, umpires aren’t competitors with an
unfair advantage. They may have an advantage but they will never be
competitors.

As entrepreneurs, game designers are trying to make money, which
they do by selling access to the game world and selling virtual resources.
All their money comes from players; they make money only as long as
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players are willing to continue paying. Confiscating a virtual item doesn’t
enrich the game designer and may infuriate a paying customer. If any-
thing, it seems as though the natural instinct of the game designer would
be to pander, to hand out every in-game asset and accomplishment to
anyone who asks. That way, no one would ever quit from the frustration
of failure.

But this instinct runs up against players’ desire for challenge and
scarcity. The EverQuest players who play for hundreds of hours would quit
in boredom if every monster could be killed with a tap on the nose. The
Ultima Online players who lined up to bid on the red hair dye would never
have done so had it been available in barrels on every street corner. Players
wouldn’t mind an edge here and there, but an edge available to everyone
isn’t an edge at all. Designers are stingy with players because other players
demand overall stinginess.

In the end, designers are like the Genie in Disney’s Aladdin: “phenome-
nal cosmic power . . . itty bitty living space.” Their decision making in
setting game rules is driven by a kind of monetary utilitarianism: they
make decisions largely in keeping with their sense of long-term profitabil-
ity. Whatever the overwhelming majority of players want, within reason
the overwhelming majority of players get.

Game designers really are the governments of virtual worlds. Like real
governments, they make the “laws” under which citizens must live. And
like real governments, they are accountable, after a fashion, to their con-
stituents. The mechanism by which that accountability is established is
different—and arguably inferior—it is true, but this is not to say that no
such mechanism exists. Players use designers as agents, employing them to
make and enforce the collective decisions that need to be made to make a
virtual world function well. Designers focus the diffuse will of the players
into something actionable: software.

Conflict

As Clay Shirky has observed, any social group will witness systemic and
repeated conflicts among its members; the process of resolving these
conflicts is the process by which the group defines itself.4 The advantage of
applying this statement to groups whose interactions are defined by soft-
ware—a category that includes virtual-world games—is that in these
groups, much of the self-definition is explicit, and encoded into the soft-
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ware. A game is defined by its players’ understandings of the rules; when
those rules are to be enforced by software, the evolution of the software is
a history of the evolution of those understandings.

Some measure of evolution is more or less inevitable. Players never
agree completely on the rules of a virtual world; the average player doesn’t
even know most of the rules. I sincerely doubt that any EverQuest player
knows the hit points and respawn rate of every monster in the game. Even
the designers don’t actually know all the rules as the software actually
enforces them: every bug fix is an admission that the rules coded into the
game’s software didn’t match the rules in the minds of the designers. Dis-
agreement, ambiguity, and mistake are everywhere.

Most of these ambiguities are content to remain latent: a Habitat player
probably doesn’t care whether the selling price of a crystal ball at a partic-
ular vendroid is 18,000 or 19,000 Tokens. But other ambiguities are flushed
out into the open. The Habitat vendroid exploit made it a matter of great
public concern that the selling price of that crystal ball was 18,000 Tokens
rather than 36,000.

A few players become rich because of an exploit; the rest of the player
base wants the exploit closed off, and quickly, before their own wealth is
wiped out by inflation. Exploits are not the only cause of crises over the
rules in virtual worlds, but they are an especially vivid example both of the
difference that rules changes can make, and of the intense pressure for and
against those changes.

What makes exploits so much fun to think about is that there is no line
dividing “exploit” from “feature.” An “exploit” is a moneymaking opportu-
nity condemned by most players. A moneymaking opportunity embraced
by most players is a “feature.” Calling something an “exploit” is a way of
saying that you want the software changed to prohibit it and that you
think those who are taking advantage of it are cheating. If the designers
agree with you—or rather, if they think that enough players would agree
with you—they will make the change. Why should you keep playing a
game whose designers don’t fix exploits?

What makes exploits so explosive, however, is that not everyone agrees
on them. The so-called ‘sploiters probably see their behavior as perfectly
acceptable, no matter what you happen to think. Taking advantage of a
good opportunity is skillful play: It indicates careful attention to the game
world and good judgment among competing ways to spend your game
time. You, they would say, are perfectly welcome to take advantage of the
feature you insist on calling an “exploit.” You shouldn’t complain that
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someone else found it before you did. Why shouldn’t better players be
allowed to enjoy the fruits of their skill?

Indeed, turn the tables. Imagine that you are a long-distance merchant
in EverQuest. You buy valuable items at a discount in remote backwaters,
then carry them through dangerous monster-infested wastelands to reach
the trading cities where your goods will fetch a higher price. Every journey
is a risky one; you take the chance of losing your entire trading stock in an
ambush. Your profit margin is large, but isn’t it fair compensation for your
hard work?

But now, the EverQuest admins intervene, saying that one plant in your
bundle of goods was mispriced due to a software bug and that the 200
percent profit you were turning on it was an exploit. They fix the prices,
confiscate your entire store of platinum pieces, and ban you from the
game for a week. Isn’t this an example of unjust designer intervention?
Why should you keep playing a game whose designers fix things that
aren’t exploits?

There is no escaping the conflicts. Every change benefits someone and
hurts someone else. The designers may claim that the overall effects are
“good for the game,” but their perspective reflects a kind of simpleminded
majoritarianism: They will do whatever causes the fewest players to quit
the game.

What is happening here is that the game’s formal rules—those its soft-
ware enforces—from time to time come substantially unmoored from the
game’s normative rules—those its players think of as the “rules,” as their
“social contract.”5 (Actually, the two are never entirely congruent; it is just
that the differences are only noticed and fought over on exceptional occa-
sions.) When this happens, the formal software rules need to be brought
into correspondence with the players’ sense of what the rules ought to be.

But it is impossible to fix the software without some clear understand-
ing of what that “sense of what the rules ought to be” actually says. When
players’ senses disagree, there is an opportunity for a kind of metagaming.
Typically, players’ senses of the “right” rules favor themselves: That’s
human nature. Thus, whoever emerges victorious in the contest to deter-
mine “what the rules ought to say” has in fact managed to obtain an
advantage within the game itself.

“Victory” in this contest, where virtual-world games are concerned,
means persuading the designers, for they are the ones with the power to
alter the software. The contest therefore takes the form of competing
groups of players lobbying the designers, each pressing arguments why it
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would be better if the software were changed in the way they recommend.
It is this triangular dynamic—two groups of players powerless to alter the
world on their own competing for the favor of an omnipotent designer
who nonetheless depends on the players collectively for support—that
gives politics in virtual worlds their fascinating character.

Ultimately, players’ power over designers depends on their ability to go
nuclear: to stop playing and stop paying. It’s a powerful threat, but costly
for a player who has built up substantial in-game wealth or status, and
each player can only quit once. Thus, the first rhetorical trope of in-game
politics is the threat to quit, and the second is the accusation that the
threatener is all hat and no cattle. Raph Koster has commented on the
phenomenon of running a “game that people love to hate.”6 It makes per-
fect sense that the players most attached to the game, the most invested in
it, and with the strongest opinions about how it should be run should also
be the ones most often threatening to leave but never actually quitting.
That threat is their biggest source of influence over the game, but they are
too bound to the game to leave except under truly dire circumstances.

The next interesting pattern of virtual-world politics is that any soft-
ware policy proposal is meaningless unless conveyed to the designers. The
designers, it is true, have an interest in keeping an ear to the ground to
know what the players are thinking, but the player who cares at all about
the shape of game play really has no choice but to try and reach the
designers. I think this fact underlies another familiar trope of virtual-
world politics: extensive fan feedback at conventions, on public message
boards, and within games.

One of the most salient forms of virtual-world politics is doubly-vir-
tual civil disobedience: virtual once for being in a virtual world, and vir-
tual a second time over because true disobedience is impossible in a
software-controlled space. Instead, players act out demonstrations, even
though they have no ability to withhold virtual taxes, take over virtual
buildings, or topple virtual sovereigns. Ultima Online had a nude protest
over the inflationary spike that ultimately produced the red hair dye; Sec-
ond Life saw a “tax revolt” over the game’s tax on virtual property. These
were propaganda events, designed, much like real-world protests, to send a
signal that many players care about an issue.

Finally, and most importantly, there is the normal grassroots work of
any form of politics: persuading other people to agree with you. Your job
is to convince them that your idea about how the software should be lines
up with their motivations for playing, will produce an enjoyable game
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overall, and is most substantively just. Perhaps you will convince them,
perhaps not. But you will be engaged in politics, as well as in playing the
game. When it comes to virtual worlds, “politics” and “play” are one and
the same.

Conclusion

Once you know to look for virtual politics, they’re everywhere. Almost
every design decision—even a seemingly uncontested decision—has win-
ners and losers. It’s always worthwhile asking which players benefit from a
given decision, why the designers listened to them, and why the losers
weren’t able, or didn’t bother, to put up a more effective resistance. The
possible cleavages are infinite; so too are the possible coalitions.

If my argument has seemed familiar in places, that is because it is not
exactly novel. My analysis of the effect and meaning of software is just a
reiteration of familiar (if contested) claims about the effect and meaning
of law. Perhaps it is easier to see the clash of interests and the social con-
struction of meaning where virtual-world games are concerned. They are
virtual, after all; they depend on an explicit agreement among the players.
The possibility of software bugs makes more obvious the need for after-
the-fact interpretation of ambiguities in that agreement. And the fact that
they are games foregrounds both the sense of competition and the com-
plete arbitrariness of the rules governing that competition.

It would be a mistake, however, to think that I am arguing that virtual
worlds are somehow different from real ones. Any difference is illusory:
These worlds may be virtual, but their politics are wholly real.
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10

Escaping the Gilded Cage
User-Created Content and Building the Metaverse

Cory Ondrejka

In 1992, Neal Stephenson’s science fiction novel Snow Crash introduced
readers to the concept of the Metaverse. While other science fiction had
described immersive online games1 and virtual spaces,2 Stephenson was
the first to describe an online environment that was a real place to its
users, one where they interacted using the real world as a metaphor and
socialized, conducted business, and were entertained:

Hiro is approaching the Street. It is the Broadway, the Champs Élysées of

the Metaverse. . . . [I]t does not really exist. But right now, millions of peo-

ple are walking up and down it. . . . [O]f these billion potential computer

owners, maybe a quarter of them actually bother to own computers, and a

quarter of these have machines that are powerful enough. . . . [T]hat makes

for about sixty million people who can be on the Street at any given time.3

In Stephenson’s vision, the world’s wealthiest and most connected peo-
ple spend their time in the Metaverse. Coming on the heels of the pioneer-
ing virtual reality and interface work of Autodesk’s John Walker and VPL
Research’s Jaron Lanier,4 the vision of such a real place, with its social and
economic opportunities, was enchanting and seemed almost within reach.
Entrepreneurs and technologists immediately set out to build the Meta-
verse.

Unfortunately, creating the Metaverse proved to be an extremely diffi-

cult technical problem. While multiple graphical chat environments came
and went during the 1990s, none of them achieved anything close to the
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complexity and realism portrayed in Snow Crash.5 This period instead saw
another type of online space establish itself as dominant: the “massively
multiplayer online roleplaying game” (MMORPG). Others have done an
excellent job of covering the history of MMORPGs,6 so this essay will not
cover that ground. As of late 2005 there are over three million MMORPG
subscriptions in the United States alone, although some players subscribe
to several online games.7 The successes of MMORPGs combined with the
failed attempts to build the Metaverse have left the concept of a broadly
appealing Metaverse out of favor and out of reach.

The time has come to rehabilitate the idea of the Metaverse. Techno-
logical advances in three-dimensional graphics, network connectivity,
and bandwidth have just begun to enable online spaces that embody the
Metaverse concepts of user creation and broad use. Conventional
MMORPGs are demonstrating the desire for online worlds that are eco-
nomically linked to the real world, and also that social interaction is the
dominant reason for users to spend time in-world.8 However,
MMORPGs are also demonstrating that the market for themed worlds is
limited and is showing signs of leveling off.9 Many MMORPG products
have been launched under the auspices of bringing online role playing to
the mass market, but none have succeeded.10 The Metaverse has the
potential to open dramatically larger markets by giving its users the
vibrant complexity and dynamics of real-world cities rather than simple,
repetitive game play.

This essay will argue that creating a defensibly real, online world is now
possible if its users are given the power to collaboratively create the con-
tent within it, if those users receive broad rights to their creations, and if
they are able to convert those creations into real-world capital and wealth.
This would be the Metaverse of Stephenson’s imagination.

The Need to Create

The scale of the Metaverse is difficult to comprehend. As graphics capabil-
ity has increased, the cost of creating video games has increased as well.
Nowhere is this more apparent than with MMORPGs, as Gordon Walton
recently pointed out:

The primary business challenge we face with art is that the costs for first-

class art continue to rise faster than our market is expanding, and the
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MMOGs [massively multiplayer online games] require tremendously more

art assets than the vast majority of standalone games.11

MMORPGs are big. Really big. They have to provide hundreds of hours
of game play to hundreds of thousands of players. While the challenge of
entertaining players for this amount of time is helped by unscripted
player-to-player interactions, much of the experience has to be designed
and built by the game developers. This has led to large teams and lengthy
development cycles, often involving thirty or more developers working for
at least two years.

However, no matter how large a game world might become, it shrinks
when compared to the Metaverse as described by Stephenson. Currently,
the most ambitious MMORPGs target tens of thousands of simultaneous
players in a shared space,12 but a broadly appealing real online world
might need to handle millions. Centralized planning fails on this scale,
and some type of distributed creation is needed if there is to be any hope
of creating an online world that dwarfs the complexity of the real world.
The world’s users provide a tremendous resource that must be leveraged
to help create on a scale never before seen.

User Creativity

The Sims was the first mass-market game to heavily utilize player-created
content. The Sims allows the player to control the lives of a number of vir-
tual Sims who go about their day attempting to find happiness. Part of
their happiness comes from the possessions their homes are filled with, so
purchasing items like better chairs and stereo equipment is a focal point of
the game. Will Wright and Electronic Arts understood that users would be
able to supply more content to each other than the developers could cre-
ate, so they released the tools to create content before the product was
shipped. They now claim that over 80 percent of the content in use was
created by the players.13 Beyond customization, players have also built sto-
ries around screen shots captured in The Sims. Over 77,000 of these
albums are posted and traded actively among players. The most popular
album has been downloaded over 300,000 times!14

This desire by players to make online worlds their own extends into
games that do not support the type of customization allowed by The Sims.
In Ultima Online, a fantasy themed MMORPG that was the first major
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U.S. hit, users who wanted to decorate their homes came up with elabo-
rate strategies for combining in-world objects in order to create images
that look like real-world items. For example, there are several different
techniques for making pianos15 that involve dozens of different objects,
ranging from wooden crates and chessboards to fish steaks and fancy
shirts.

User creation does not end at the borders of the game. Machinima is the
creation of movies within synthetic realities16 and very often the synthetic
reality of choice is an existing game engine. It is a relatively new phenome-
non,17 but it is spreading and achieving some mainstream success, including
the establishment of a professional organization, the Academy of Machin-
ima Arts and Sciences. Quake and Unreal, both extremely popular first-per-
son shooter games where the player has full control over the camera and
movement within the environment, are widely used by machinima cre-
ators. Film types include simple linear narratives, parody, and abstract
exploration of the genre. These films demonstrate the quality and variety
that a determined creator can produce when given the right tools.

Other forms of user-created content that extend beyond the game are
mods. Mods rely on the fact that many first-person shooters, and some
other games, allow users to modify some combination of artwork and
game-play. The more flexible the engine, and again Quake and Unreal are
standouts, the more variety in the mods, turning the original first-person
shooters into everything from driving games to architectural walk-
throughs. Websites devoted to mods18 provide reviews and audiences for
mods, prominently featuring the most popular mods. The mod commu-
nity acts as a training ground for artists and developers who want to work
on games. Particularly solid work is widely distributed and can provide
the creators an entrée into the game development industry.

In Defense of User Creation

Some game developers, artists, writers, and musicians have a fear of user-
created content. They say it takes a professional to provide superior con-
tent that will engage users and cause them to return. Raph Koster
addressed this concern at the 2002 Game Developer’s Conference:

There’s an intense amount of learning, craft and skill that goes there, and I

hate to say this to all the film directors, writers, poets, painters and every-
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one else out there in the world: Get over yourselves; the rest of the world

is coming.19

While it is clear that not everyone can create great content, it is certain
that some can. There are many examples that illustrate the point. Counter-
Strike is a mod for the first-person shooter (FPS) Half-Life. In 1999 two
avid FPS players,20 working outside the game development world, created
a game with the perfect blend of online teamwork, realism, and exciting
gameplay to resonate with players. Counter-Strike spread virally through
mod sites and quickly became the most downloaded mod. It was such a
superb product that Valve Software, the creator of Half-Life, decided to
package and distribute Counter-Strike. Four years later, Counter-Strike is
by far the most played online FPS, with tens of thousands of users typi-
cally playing at any time.

It is also important to look at the desire of people in general to express
themselves through creation and customization. Examples abound from
the popularity of karaoke, cell phone faceplates and ring tones, to the 1.4
million active weblogs.21 People want to be perceived as creative by cus-
tomizing their surroundings. People want to have their moments on the
stage. In many cases, it seems that users are just waiting for access to the
right tools.

Productivity in Second Life

Second Life, an online world built by its users that launched in June 2003,
is taking the first steps on the path to the Metaverse. Unlike other worlds
that have attempted to allow user-created content, Second Life users create
using built-in tools. These tools enable creation collaboratively in real-
time instead of using separate programs. This allows users to create itera-
tively and interactively, while sharing the act of creation with other users.
This encourages teams to work together on larger scale projects and cre-
ates the strong interpersonal bonds that are critical to online world suc-
cess. Production occurs in-world, so there is no separate submission or
preapproval process to inhibit creation.

Due to the in-world tools and lack of a submission process, Second
Life’s users have been able to create an amazing amount of content. At
the end of January 2006, users had created more than one hundred
million objects, over thirty million examples of script code, and over
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ten million pieces of clothing and avatars.22 Well over 99 percent of the
objects in Second Life are user created, and users have responded posi-
tively to the idea of creating the world that they live in. Users also run
classes and events to ensure that new residents understand how to cre-
ate and customize within Second Life. Twenty percent of Second Life
users are in-world more than fifteen hours per week; many of those
hours are spent interacting and educating newcomers.23 As knowledge
spreads through the community, derived works become more important
because users improve and innovate based on what has already been
created.

In Second Life, creations are bought and sold within the virtual envi-
ronment, so users provide a market for each other. They can be creators,
consumers, or both. Over 6,000 different people used Second Life in Janu-
ary 2006.24 Those people engaged in four million player-to-player transac-
tions and spent over L$1.3 billion.25 L$, or “Linden Dollars,” are Second
Life’s in-world currency. At the end of January 2006, the total value of the
Second Life economy was more than L$2 billion.26 The average transaction
price was L$333 and there were 240,000 distinct objects bought and sold
in-world, nearly twenty times the number of virtual-game goods for sale
on eBay from all other online games combined.27

There is also a high degree of participation in creating the world and
the economy. Sixty-six percent of Second Life users have created objects
from scratch using the built-in modeling system in the last thirty days, and
more than 15 percent have even written script code from scratch.28 Over
ninety percent have bought one or more objects from other users.29 The
average user spends more than one hour per week just on their avatar’s
appearance.

The collaborative nature of Second Life has also led to a strong and
diverse social network, with users linked by both group memberships,
chatting, and internal instant message (IM) buddy lists. In Second Life,
chat provides a local method of communicating, such as saying “hello” to
an avatar standing near you, while IM provides a private method of com-
municating over any distance. In Second Life, IM requires both participat-
ing users to have met and exchanged “calling cards” prior to engaging in
IM. Again using January 2006 data, there were 75 million lines of Instant
Message traffic.30 Thirty-eight percent of users belong to at least one
group and there are 350 groups with more than one hundred members.31

While it has been argued that conflict is required to build strong social
bonds, this is obviously not the case in Second Life.
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True Creation

The desire to create and customize is a powerful force, and the distinction
between mods and the Ultima Online piano illustrates a critically impor-
tant point. Mods allow the creators to actually change the behavior of the
game. The piano, on the other hand, is not a piano and cannot be played.
It may look like a piano, but it is only a stack of crates and fish steaks. This
is an excellent example of the difference between crafting and creation.

Crafting versus Creation

Crafting is not creating. While nearly synonymous in normal English
usage, it is vitally important to understand what is meant by crafting in
MMORPGs. Crafting is the process of advancing your character, or “level-
ing,” through the repetitive generation of game objects.32 Leveling relies on
a complex system of skills and progressions that allows the player to
unlock new abilities, visit new portions of the world, and generally
become more powerful. The objects generated through crafting are chosen
from the thousands provided by the developers,33 and may be used by the
crafting player, sold to other human players, or sold to nonplayer charac-
ters (NPCs) added to the game solely to act as buyers. These automated
buyers are important because user leveling produces large quantities of
items that are not useful or desired, so the NPCs are required to drain the
unwanted items from the system.

In the real world, objects are created out of component parts of lesser
value. A watch, for example, may be built from a few ounces of metal and
a piece of glass. Despite the fact that the raw materials have negligible
value, the watch may be extremely valuable due to the time and effort
added in order to create a functional watch. This critical type of added
value is present everywhere in the real world but is conspicuously absent
from virtual worlds—the Ultima Online piano can’t be played.

As many crafting systems involve the gathering of “raw materials”34 and
newer MMORPGs are adding more complicated schemes,35 it might
appear that crafting adds value in the same way as real-world creation.
This is not the case. Developers use crafting based on “raw materials” to
slow the rate of production, to limit the crafting of the best items, and to
extend the life of content by obscuring which items are the best. Produc-
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tion is slowed because users must take the time to acquire the correct
combination of raw materials. Crafting of the best items is limited
through an artificial scarcity of raw materials. By presenting the users with
a larger design space to search through, these items take more time to dis-
cover and to spread through the community. However, the users are still
just choosing from the set of objects that the developers built into the
game, and competitive pressures combined with communication between
users will force rapid convergence onto the best items. Although the value
of some of these items will be increased due to scarcity, this is fundamen-
tally different from the value added in real-world creation. Users can’t
truly innovate because they are still just choosing from the items supplied
by the developers.

Therefore, crafting will not work for the Metaverse because crafting has
three critical problems. First, new content will not be created because the
players are simply reusing content that was provided by the developers.
Second, when users craft they are not adding value in the way that real-
world creation does. Third, most of the objects that users take the time to
craft while leveling have no market.

Users of the Metaverse need the ability to create. They must be able to
create truly new objects, to add value and innovate during the process of
creation, and the market must be allowed to determine which creations
have real value. This requires an entirely different approach to creating in-
world objects.

Atomistic Construction

Developers have long understood that creation requires a paradigm shift
away from crafting. Atomistic construction, which relies on simple, easy to
manipulate pieces that can be combined into large and complex creations,
provides one solution. Referring to atomistic construction, Raph Koster
stated at the 2002 Game Developer’s Conference:

So we can move to a meta-level of the crafting experience. We can try to

take a step up and say, “We can do what Lego did,” which is give them the

building blocks[. . . . ] That’s a different level of authorship than what we are

used to, but it’s a really exciting area of authorship.36

Despite this knowledge, atomistic construction is not widely used
because it is extremely difficult to implement. True flexibility only appears
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when the components assembled in arbitrary ways function and exhibit
both predictable and emergent behavior. The balance between the two is
critical.

Predictable behavior allows users to have some idea of how to explore
the design space they are offered. People are better able to approach prob-
lems when some constraints are applied. Predictable behaviors such as
“objects fall under the effect of gravity” or “objects collide with each
other” provide these constraints.

Emergent behavior occurs when a set of rules interact in interesting
and unexpected ways to allow experimenters and innovators to create
truly new creations. For example, users working with the predictable rules
of gravity and collision could have a contest to see whose catapult could
throw an avatar the farthest or a user could attempt to build a chain of
dominoes across the landscape.

While simplified online examples exist,37 a real-time, interactive, fully
three-dimensional, physically simulated implementation that allows mul-
tiple users to create collaboratively in a shared world is only just becoming
technically feasible.38 Second Life is the first and only persistent state world
to offer its users this palette for online creativity, and it provides an excit-
ing glimpse of the future of user creation and world building.

Atomistic construction becomes even more exciting when it exists in a
collaborative environment where users can leverage their strengths. Spe-
cialization abounds in Second Life, with users focusing on everything from
acting as project managers, salespeople, agents, and event coordinators, to
creating script code to add behavior to objects or creating the two-dimen-
sional textures that are applied to the objects. The combination of these
users would allow an event coordinator to plan a wedding that required
the project manager to hire builders and artists to build a new church. The
coordinator could hire the caterer, dressmakers, and others to complete
the objects and clothing for the wedding. Finally, skilled photographers
would be in high demand to take in-world snapshots to create the wed-
ding album. This importation of real-world skills into the online space is
very different from role playing online worlds, where random values com-
bined with the users’ time in-game produce “skills” and “powers” that only
exist within the limited framework of the game.

Building a motorcycle in Second Life demonstrates the power of atom-
istic construction. It is important to understand that nowhere in the Sec-
ond Life software is there an object called a motorcycle. Instead, the
physical simulation supports moving objects and motor forces, so users
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rapidly begin exploring different types of vehicles, including realistic
motorcycles that can be driven and sold to other users. Motorcycles in Sec-
ond Life are made up of a combination of geometric shapes and textures
applied to provide color and detail. The geometry is constructed within
the online world, so other users can help with the construction and pro-
vide feedback. The textures are uploaded into the system and can consist
of everything from basic colors to details of engines and tires. The textures
are actually positioned and aligned in-world, so again other users can
assist in the process. For sounds, the user can upload audio samples to be
played when the motorcycle is driven.

Second Life is running a full physics simulation at all times. Simple
physical behaviors like falling and bouncing don’t need to be created by
the residents and are instead as simple as dropping an object. However, the
computational power required to fully simulate a motorcycle down to the
chemical energy in its internal combustion engine is beyond current
server hardware. Therefore, in order to generate higher-level behaviors
and effects, a scripting language is used. A script is a small piece of source
code that is attached to objects in the virtual world that provides behav-
iors when it executes. For a motorcycle, the script handles the user’s con-
trol inputs, triggers animations, plays sounds, and generates the forces to
move the motorcycle. The result is a motorcycle that looks, sounds, and
behaves something like a motorcycle in the real world. In addition, the
flexibility of atomistic construction means that the user could modify a
basic motorcycle to make it into a flying motorcycle that trailed ghostly,
flaming skulls.

Looking ahead to the Metaverse, atomistic creation has another
tremendous advantage because it scales with computing power. While the
end of Moore’s Law has been promised for years, for at least the next
decade or two raw processing speed will continue to increase at approxi-
mately the eighteen-month doubling rate predicted thirty-five years ago.39

Commodity server machines currently can simulate around 15,000 objects
that range in scale from a centimeter to tens of meters, with many of those
objects engaging in behavior and physical interaction at any time. The real
world operates on a much smaller scale, from a hundred times smaller for
even simple mechanical systems to a hundred thousand times smaller for
chemical and biological processes. While computing a real-time simula-
tion of complex mechanical or chemical processes is years away, every
doubling of computer performance moves atomistic creation closer, open-
ing up new creative opportunities. One can easily imagine a world where a
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motorcycle is actually simulating the motion of its engine, the transfer of
torque through its transmission, and the complex friction and impulse
calculations required as its tires spin loosely in a pile of small, irregular
pebbles. Atomistic construction allows the system to smoothly expand
what it simulates with increased computing speed in a way that conven-
tional content creation through crafting cannot.

Economic Opportunities

Currently, the strength of online worlds is judged primarily by the number
of subscribers they have. As online worlds grow and become more tightly
meshed with the real world, a more appropriate measure of strength will
be the health of their internal economies, the strength of their social net-
works, and the level of real-world wealth they generate. Less gamelike vir-
tual worlds with vibrant internal economies powered by diversity and
innovation become interesting destinations even for more casual users
who do not have dozens of hours per week to spend in online worlds.

The tremendous variety enabled by atomistic construction combined
with a free market and widespread participation has allowed Second Life
users to explore a wide range of in-world professions. Some have become
entrepreneurs, opening stores, bars, and strip clubs, and searching out cre-
ators to provide goods and services for them. Others choose more altruis-
tic motives and live off the weekly L$ stipend. Fads follow innovation and
waves of new ideas have repeatedly swept through the population, from
wings to protest marches.40 With rapid evolution and such a strong in-
world economy, it was inevitable that users would want to own their cre-
ations.

The Question of Ownership

The status quo in online worlds is that their Terms of Service (ToS)
include language that, to varying degrees, grants the rights to a user’s cre-
ations to the service’s operators. While there has been some user unhappi-
ness related to these terms, most current online games offer such limited
opportunities for creation—chat for example—that it has not become a
pressing issue. However, using the ToS to block transfers of virtual goods
is a major source of discontent and will be addressed below.
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In worlds like Second Life, where user creation is a major component of
the world and game play, a fundamental tension exists between asking the
players to create the world and then having the world operators take own-
ership of everything they make. Users are now starting to recognize this. It
was clear that the right choice was allowing users to retain as many rights
as possible to their creations.

There is currently a spirited intellectual debate around the question of
virtual goods and property.41 This essay will not attempt to do that topic
justice. While the argument that virtual goods are property might be
flawed when applied to content created by the game’s developers, it is clear
that content built using atomistic creation is property and needs to be
treated as such. Returning to the previous motorcycle example, intellectual
property issues apply to it at many levels. The design of the motorcycle
could be sufficiently new as to warrant protection. The script that provides
its behavior could be particularly clever. A distinctive symbol could be
used to let consumers know who built the motorcycle. Perhaps the user
would want to write a graphic novel in the real world based around his or
her avatar and motorcycle, and then option the movie rights. Clearly, there
are laws that apply to all these situations. Rather than attempting to re-
create intellectual property law, Second Life’s developers decided to allow
real-world laws to reach into the virtual world. In November 2003, Second
Life’s terms of service were changed to allow users to retain real-world
intellectual property rights to their virtual creations.42 The results of this
decision will be closely watched in the years to come.

The real-world intrusions into virtual worlds raise important ques-
tions. Can play occur in worlds that allow real-world trade in items and
currency?43 Does commodification weaken designers’ First Amendment
protections in creating games?44 As with virtual property, a complete
review of these questions is beyond the scope of this essay,45 but a few
comments are warranted before moving on to why free markets and inno-
vation are required to build the Metaverse.

The assertion that commodification prevents play is refuted by the real
world, where play clearly exists alongside extensive commodification.
Understanding this requires an important change in perspective, pulling
back from tight focus on any particular game within the world to the level
of the world itself. While the virtual world as a whole may be commodi-
fied, various activities within it will choose whether or not they want to be
and will apply combinations of technical and social techniques to achieve
their goal.

Escaping the Gilded Cage: User-Created Content and Building the Metaverse 169

<i>The State of Play : Law, Games, and Virtual Worlds</i>, edited by Jack Balkin, and Beth Simone Noveck, New York
         University Press, 2006. ProQuest Ebook Central, http://ebookcentral.proquest.com/lib/washington/detail.action?docID=2120722.
Created from washington on 2019-06-29 01:49:26.

C
op

yr
ig

ht
 ©

 2
00

6.
 N

ew
 Y

or
k 

U
ni

ve
rs

ity
 P

re
ss

. A
ll 

rig
ht

s 
re

se
rv

ed
.



The freedom to create is even more interesting. Yale’s Jack Balkin argues
that commodification could apply as a litmus test, where virtual worlds
that choose to tightly integrate with the real world lose their First Amend-
ment protections.46 Commodification-as-litmus test seems a poor choice
for two reasons. First, as this essay demonstrates, commodification is a
fundamental part of large virtual worlds. Second, basing First Amendment
protection on commodification would be akin to arguing that National
Public Radio has greater free speech than a for-profit broadcaster. Perhaps
a richer vein would be to approach the regulation of commerce between
the real and virtual worlds from the standpoint of consumer protection.

Commodification, Free Markets, and Innovation

Currently MMORPG developers are in a race that they cannot possibly
win as they try to stay ahead of the users who choose to commodify their
games’ content and currency. The users are engaged in a highly efficient,
distributed search to determine the games’ weaknesses in order to exploit
them for wealth and fame in both the real and virtual worlds. Raph Koster
has suggested that humans work on puzzles until they master them,47 and
MMORPG players have the advantage of being extremely well connected
to each other. Therefore, each patch and expansion pack becomes an
attempt to stay ahead.

MMORPG game play drives its players to treat in-world items as com-
modities, because most players immediately realize that in order to
advance their characters they will have to make enormous time commit-
ments to the game. Simultaneously, they learn that many of the other
players are students with significantly more free time than players with
full-time, real-world jobs. Rather than simply not playing the game, time-
constrained users can make the rational economic decision to use real-
world currency to advance their character rather than time. It is debatable
whether or not this is fun, but it certainly has the effect of allowing users
to bypass the game designers’ wishes about game pacing, advancement,
and progress. It also creates a market in real-world currency for game
items, game currency, and characters,48 and rewards cheating49 despite
MMORPG developers’ attempts to block the buying and selling of in-
world content.50

Real-world markets for game items and currency reduce the amount of
time players take to experience developed content by making it available
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to anyone willing to purchase it. In addition to attempting to block these
markets, developers have converged on two approaches to stretching
developed content: shards and instantiated spaces. Shards allow parallel
exploration of the same content while instantiated spaces reuse content
and support rapid development of specific experiences and quests. Shards
also reduce the number of users a specific cluster of machines needs to
support. They have the disadvantage of breaking the world up into rela-
tively small populations and economies that cannot interact in-world—in
other words, into parallel universes—but information about content and
exploits still flows freely between residents of different shards. Information
about instantiated spaces also moves between users and the rapid develop-
ment cycles generally associated with small experiences puts limits on
their flexibility and variety. So while these techniques extend the life of
content, the users continue to rapidly consume existing content and to
demand more.

Despite these challenges, developers and publishers should not cling
to prohibition. Not only does banning users and attempting to block
real-world transactions effectively criminalize and marginalize a large
section of the user base, but it also fights one of the great benefits that
free markets and competition bring to economies: innovation. As has
already been discussed, online games have a tremendous creative
resource in their players and atomistic creation provides limitless creativ-
ity. By allowing those users to freely compete in open markets, develop-
ers allow innovation to provide tangible benefits both to the innovator
and the world itself.

Recently, “The Sleeper,” a supposedly invincible monster in EverQuest,
was killed through heroic effort and teamwork on the part of hundreds of
users.51 The knowledge of how to kill that monster is now available to any
EverQuest player who wants it, and the developers are now in the position
of having to spend development time and money to create a new invinci-
ble monster for the game. There was a clear desire to avoid this extra work.
Indeed, the first serious attempt to kill “The Sleeper” was stopped by
EverQuest developers.

In a world where user-created content rules and free markets allow cre-
ators to compete with each other, demand for a new invincible monster
would drive users to create multiple successors. Developers would not
have to fear their users’ ingenuity. Many of these successors would rapidly
be exposed as flawed or uninteresting, but there would be some that were
exciting and worthwhile. A monster could be introduced with a new play
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mechanic that challenged players to defeat it in previously unexplored
ways. By allowing free markets within worlds with true creation, develop-
ers grant their users power to innovate and to compete with the develop-
ers themselves. Developers should welcome this competition. The
developers have enough inside knowledge and the ability to alter the
underlying source code to create cutting edge content without needing
tariffs or their equivalents to protect their place in the market. If a world’s
users are producing better content than the developers, then the develop-
ers should get out of the content business!

Of course, it may be inevitable that the residents of virtual worlds sup-
plant developers. In the real world, innovation is the driving force behind
sustained economic growth, but what factors maximize innovation? While
obviously a complex issues, property rights52 and information cost53

appear to be the primary drivers, although significant tensions exist
between the two.

Not every creator wants to capitalize on her work, but the potential
to monetize creativity can be a powerful motivation. In virtual worlds,
business can provide a context for creation. This is especially important
in generalized spaces like the Metaverse, where the lack of a clearly
defined game or progression can lead to confusion. Ownership, as will
be discussed in the next section, is also necessary to support economic
links to the real world. Historically, intellectual property law created
limited monopolies in order to provide incentive for creators to invest
the required time, effort, and money.54 These protections are just as
important for virtual-world creators as they are for creators in the real
world. However, these protections must be balanced against the cost of
information.

Information cost is a critical component of any economic activity. The
lack of information leads to distrust, increased transactional costs, and
ultimately to less innovation. Reductions in information costs, which also
encompass travel and communication costs, have driven the transition to
less centralized forms of government, from bands to monarchies to
democracy, and corresponding increases in efficiency and economic
strength. Decentralization has been so effective that modern businesses are
following society’s lead, with even large corporations adopting democratic
and market-based approaches.55

Large potential payoffs aren’t sufficient to force innovation, so laws and
regulations that limit information flows actively impede economic
growth. As Nobel Laureate Douglass C. North explains:
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[T]he most fundamental long run source of change is learning by individu-

als and entrepreneurs of organizations. . . . The greater the degree of

monopoly power the lower the incentive to learn.56

Before the modern era of strong intellectual property, a balance was
maintained between protections and information costs, but now it is shift-
ing toward the creator.57 Fortunately, better intellectual property regimes
exist.

In the real world, Creative Commons provides a set of licenses that
attempt to maintain a better balance between the rights of creators and
the cost of information.58 Creative Commons recognizes that not every
creator needs or wants his or her works to be completely protected. In
fact, many creators want to enable wider distribution and copying in order
to increase awareness of their works.59 Creative Commons allows those
creators to take advantage of licenses built on top of existing intellectual
property law that allow numerous choices about modification, attribution,
and commercial uses.60 Creative Commons becomes even more exciting
within the context of virtual worlds.

Virtual worlds, as has been pointed out,61 have enormous potential for
infringement. Everything is fixed, so many behaviors not normally pro-
tected in the real world, such as conversation or dancing, immediately
become protected in virtual worlds. As such, it is easy to imagine a situa-
tion where legal concerns overwhelm the ability to share information, thus
damping innovation. Creative Commons provides a method for avoiding
this trap.

By allowing creators to easily choose licenses that best match their
needs, and by allowing other creators to easily search for Creative Com-
mons licensed content, a virtual world that used Creative Commons
would provide far lower information costs than those that did not. Much
like the real world, creators would quickly take advantage of Creative
Common licenses to give away older and more commodified creations in
order to raise awareness of their products and to gain new customers. New
creators would be able to easily find learning material and would increase
the overall competitive level within the virtual world. More importantly,
Creative Commons provides a means for residents to share within a legal
framework that functions both within and outside the virtual world.

Creative Commons, with its emphasis on copying with some limita-
tions, naturally aligns with virtual property. Virtual items, after all, have
no marginal cost of reproduction. Code and regulations attempt to pre-
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vent duplication, but this is clearly an artificial scarcity. In fact, there are
many who believe that attempts to prevent copying are simply doomed to
failure.62 Virtual worlds will, out of necessity, pioneer solutions to virtual
and digital property long before the real world does. By succeeding at this,
their economies will enjoy a dramatic competitive advantage over the real
world’s.

By making the right intellectual property decisions, virtual worlds have
the potential to be far more innovative than the real world, while still pro-
viding sufficient incentive for creators. This creative power leverages com-
modification rather than fearing it. This is critical, because
commodification of virtual goods is happening whether developers want
it to or not. Neither buying nor selling is an isolated behavior, and users
are voting with their feet, using eBay and specialized auction and purchase
sites, especially for worlds that explicitly ban it. PlayerAuctions, a site that
grew as a result of eBay’s ban on EverQuest items, boasts over a hundred
thousand members.63 Level 50 EverQuest characters cost $500 or more. It is
easy to see why worlds without true user creation are scared of commodi-
fication. Fortunately for the Metaverse, free markets encourage exactly the
kind of innovation that it will need.

Generating Income and Capital

The commodification of virtual goods is not enough to create the free
markets the Metaverse requires. Players and businesses are already provid-
ing users with the advancement they desire, often taking advantage of
cheats64 and cheaper labor markets65 in order to meet demand, but
MMORPG operators are responding with legal action66 and account shut-
downs.67 These responses are justified by ToS prohibitions on generating
income via the product, although they are not yet a comprehensive
attempt to stop item and account sales. The Metaverse must not do this.

Creating the Metaverse is such a tremendous undertaking that it will
need to happen in a distributed fashion, requiring the commitment of
time and resources from its diverse set of early users and creators. Current
MMORPGs demonstrate conclusively that virtual goods can have signifi-

cant real-world value, and any world that hopes to bootstrap itself into the
Metaverse must allow these real-world economic opportunities. Distrib-
uted creation combined with atomistic construction’s ability to add value
to every creation means that the Metaverse must allow moneymaking
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activities and must allow users to own their creations. However, owner-
ship is critical for another only recently understood reason.

New insight comes from Hernando de Soto’s work in developmental
economics, The Mystery of Capital.68 In brief, de Soto argues that when
property does not have recognized titles and proofs of ownership, it is not
fungible. Thus, the vast majority of the developing world’s population,
despite having valuable assets like homes, land, and businesses, cannot
leverage these assets because they do not legally own them. The ramifica-
tions are far-reaching. Some may not be able to obtain telephone service
because their home is not at a legal address, while others are not able to
insure their business because there is no business license on record. Most
relevant to the Metaverse, untitled property cannot be used to secure loans
or to set up a legal business.

On the way to the Metaverse, individuals and businesses will create
objects of significant value, and many will be handsomely rewarded for it.
However, for some of these creators the short-term gains will not be their
ultimate goal. Instead, these entrepreneurs will see the opportunity to
leverage their wealth to create the next opportunity. Individual investors
and venture capitalists will be approached first, but if those options fail
the digital entrepreneurs could go to a real-world bank and apply for a
loan, using virtual property as collateral. Virtual pioneers are going to
have a hard time convincing the bank to give them the loan, but consider
how much more difficult the process would be if they do not actually own
the property. In the real world, lack of ownership is a fatal flaw in attempts
to establish successful free markets.69 It would be a mistake to think that
virtual worlds will be any different—free markets and property rights are
prerequisites to innovation.

In fact, one of the few missteps in Snow Crash is that its main character
has significant virtual wealth but not real-world wealth.70 For the Meta-
verse to be successful, virtual wealth must be convertible to real wealth.

To the Metaverse

A decade after the first glimpses of the Metaverse, technology is now on
the cusp of enabling real, shared online spaces. MMORPGs continue to
advance technology and educate users about virtual worlds. They demon-
strate that real-world wealth can be generated in online spaces. At the
same time, MMORPG developers are fighting a rearguard action against
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the very users who are benefiting from this wealth while struggling to cre-
ate enough content for their users to consume.

The Metaverse needs to be built differently. It will be so enormous that
only distributed approaches to creation have any hope of generating its
content. Thus users must build the world they live in. It must expand
through viral growth and produce an increasing supply of active creators
who create wealth within a generalized virtual world. These residents will
draw in the casual users to play games, provide an audience, and become
customers. This provides both the supply and demand for the Metaverse’s
enormous free market of goods and services. This free market requires
creators to have ownership and rights, thereby generating both wealth and
capital in order to fuel growth. By then the Metaverse tip and the world,
both real and online, will never be the same.
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11

There Is No Spoon

Yochai Benkler

Virtual worlds are like The Matrix. The answer to the question: “Who
should own this spoon, the provider or the user?” is, there is no spoon.
Once you understand this, the discussions of “virtual worlds” bring about
an eerie déjà vu—”it feels like you’re in a room,” it’s a “virtual commu-
nity,” we should have a “declaration of independence” for “new spaces for
self-governance.” There is code, interface, and the social relations they
make possible. There is no “governance of a virtual world.” There is simply
the question of governance in the relations among users of a class of soft-
ware platforms that have certain degrees of freedom in their design, result-
ing in a variety of social affordances, and therefore facilitating a variety of
social and economic interactions.

The phenomena that fall under the moniker of “virtual worlds” com-
bine three discrete components that tend to be confused in the debate
over property and governance relations among the users of these software
platforms. First, the interface. They offer richly instantiated renderings of
the communications of users and the interactions among them. Second,
these interfaces were initially developed, and have received widest adop-
tion, as platforms for immersive human play. And third, they have begun
to be used as platforms for other types of human connection, most clearly
and distinctly for collaborative creativity on the one hand, and as both
platforms for and objects of trade on the other hand.

To analyze the proper institutional arrangement for the various social
relations mediated by the software platforms we now call “virtual worlds”
we have to get rid of the fascination with the rendering. Really. There is no
spoon. When a richly rendered collaboration platform is used by its users
to coauthor a story—as when users of Second Life “build” a “town” with a
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theme—it is a platform that is part of a category with Wikis (electronic
collaboration tools), parts of the blogosphere, or Slash (the software
engine that powers Slashdot and many other collaborative websites). That
is, it is a form of social software, mediating a social relation among indi-
viduals who have no preexisting relations, and are weakly tied through a
group interaction whose stickiness comes from the possibility of shared
efficacy among its users. When the rich rendering is a fancy front end for
an online store, whether for mail-order real things or for “downloads” of
music, patterns, or images, as in the case of There, then it is part of a cate-
gory of human interactions with Amazon or AOL. When users are
engaged in a shoot-’em-up, bang whiz mad rush, then they are engaging
in a shoot-’em-up, bang whiz. The difference in rendering matters because
it may change how attractive, immersive, or dull the experience is, and it
may effect whether or not the activity will seriously challenge Terminator
IV. They are part of the same phenomenon as Dungeons and Dragons,
and maybe Star Trek.

So now take the question of property. Castronova beseeches us to reject
the commodification of virtual worlds so as to preserve their role as play
arenas. But that cannot be a criticism of There any more than it would be
a criticism of AOL or Amazon. There is not a play arena, it is an e-com-
merce interface. The “play” it offers is like the “play” that malls offer. There
may be a movie theatre, there may be rides for kids, but it is a transac-
tional platform. Castronova’s question is not wrong. But “should there be
property relations and commodification of game objects, or will this spoil
the game?” is not a policy question, but a design question aimed at a cer-
tain class of platform providers. That is, it is addressed properly not to
judges or regulators, but to the engineers who design game platforms and
to their business managers or marketers. The claim is that, if you want the
platform that you are building to be a game, make it hard, not easy, to
real-world-commodify your game objects and moves. This may or may
not be correct as a sociological and psychological matter. I don’t know. But
it is not a policy question, it is a question of marketing immersive game
environment and e-commerce sites, not of governing virtual worlds.

Should there be property in Second Life objects, which is owned by the
users who created it, and may be subject to easy-to-use creative commons
licenses? Again, this is a design question, not a policy question. At baseline,
as visually attractive immersive entertainment, “virtual worlds” occupy, in
some part, the same role that Hollywood movies and some television
shows play: escapist, engaging entertainment. On that dimension they are
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much more attractive normatively than Hollywood movies or the soaps.
Whereas video entertainment places the users in a passive role, as pure
recipients of content made by others, virtual worlds allow users to make
their own stories. Users are constructed in a fashion that makes them both
more autonomous and more sociable. Nowhere is this clearer than in Sec-
ond Life, where almost all objects, and all story lines—in the sense of vil-
lages and areas—are created by the users, for the users. Second Life offers a
model for a relationship between the market-based provider of an enter-
tainment platform and its consumer/user that is fundamentally different
from the relationship of the movie studio to the movie viewer. What
makes this plausible substitutability is the quality of the rendering. But a
central part of this difference depends on the kind of social interaction
made possible by the platform; in other words, the kind of social software
that it will be.

So should property relations be part of the social relationship for which
Second Life provides a platform? The question is not one of prediction
about whether courts will find rights here. Jack Balkin is right that some-
one will get hurt, some time, and particularly where there is money at
stake the law will come in to this space and do its damage, or maybe its
repair. But games are not company towns or regulated common carriers.
Users have the option of joining one, or the other, and it takes a lot more
concentration and forcing to persuade courts to void contractual terms
that are not about tort liability and harm to third parties, but are about
exchanges or disclaimers of proprietary claims. So the question of prop-
erty is a question of institutional design of the platform: Should the
EULA, or the policy adopted by a volunteer-run platform, be structured to
assure that individual users retain individual proprietary rights in game
objects they design using the platform, subject to case-by-case, object-by-
object, user-by-user, full or partial, disclaimer through a Creative Com-
mons license, or should there be a single moment of collective disclaimer,
collective mutual commitment to share all that the participants in the
social interaction build? Should the platform make the products of the
acts of collective creation free as the air to common use?

“Should” is a word that calls for a normative judgment. “Should” could
be answered based on a normative commitment to making money. The
platform providers could ask: “Will this make us richer?” That is not a
question to which I will endeavor to offer a direct answer here, but there
may be indirect implications for this question too—that is, if users join a
platform and pay a fee because it offers them attractive relations with oth-
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ers and an opportunity to be highly creative, then those characteristics
that will make for cohesive social relations and heightened creativity will
also increase the attractiveness of the platform to subscribers. But the
interesting questions are, which approach will better foster creativity on
this platform, give users greater creative autonomy, and create a more
effective social network?

To answer this question we have to define the relationship that the plat-
form is aimed to facilitate. Cory Ondrejka wrote that the vision behind
Second Life was Stephenson’s Metaverse. In other words, a richly rendered
general purpose platform. The Internet with avatars. Given this broad
definition, the designers of Second Life saw a need to provide a transac-
tional framework and engine, alongside the tools and mechanisms for
nonmarket creative collaboration and communication. Fair enough for
that ambition, and if that is the ambition, building in easy-to-use Creative
Commons licenses is clearly preferable to not having them, from the per-
spective of avoiding some of the standard dampening effects that exclusive
rights in information have on incremental innovation and creativity. But a
Metaverse, a social platform that has all the degrees of freedom of the real
world built in, is by no means an obvious best goal from the perspective of
building a creative platform for people who want to cocreate. It is possible
that an environment that has different, perhaps even more limited, affor-
dances, and hence is likely to generate different modes of human interac-
tion, would be better. The basic position is that free social sharing of a
creation is a different social experience than exchanges interlaced with
markets; that free creative borrowing is a different creative experience and
a different cultural form than sales-oriented pervasive licensing; and that
“virtual-world” designers have at their disposal toggles that would allow
them to build creative collaboration platforms that are distinctly safe for
noncommodified collaborative creativity based on social sharing. The
choice to use them or not to use them is not dictated by economic
efficiency or by technology. It is a choice that structures the environment
as a cultural artifact and as a form of social software.

To see how constraining the institutional degrees of freedom open to
participants in structuring their relations with others can optimize the
platform for shared creativity we need to stop looking at the pretty pic-
tures. We need to ask why a Metaverse approach is better than Wikipedia’s
decision that all contributions to Wikipedia are deemed to be a license of
the contribution under the GNU Free Documentation License, or the
decision of the free software movement and most open source projects to
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license their contributions in ways that limit the ability of individual con-
tributors to exclude others from their contributions to the common effort.
The dampening effects of exclusive rights on creation are well understood
in the economics literature. Existing information—software, source mate-
rials for Wikipeda articles, other user’s objects and scripts for Second Life
users—is one of the two primary inputs into new creation (human cre-
ativity is the other). If you enclose it, you make it, at the margin, less avail-
able. If you pepper the environment with potential inputs that have
diverse permissions and prohibitions, you increase this effect.

Whether there are beneficial effects to introducing exclusive rights, on
the other hand, depends on how one understands the motivation of the
participants. If, as Eben Moglen poetically put it, “it’s an emergent prop-
erty of connected human minds that they create things for one another’s
pleasure and to conquer their uneasy sense of being too alone,” then the
beneficial effect of introducing copyrights is minimal to nonexistent,
while its dampening effects remain. Rather than an ontological claim
about the nature of all human minds, this can be taken to be an empirical
claim about a subset of human beings—those who are drawn to writing
free software or collaborating on a massive free encyclopedia—or a subset
of human behavior—most human beings have times when we, who also
know how to search for money, seek something else, namely, connected-
ness with others. In the case of designing Second Life, or maybe Second Life
prime, the question is a very straightforward empirical one. Do users pay
$x per month in the expectation that they will create something that they
can later license to others for a fee, or do they pay that sum in order to get
access to a platform of creative tools and connections with creative others,
so that they can collaborate on cocreating story lines and pretty pictures of
their own? If the latter is descriptively true of the motivational profile of
Second Lifers, then introducing © into the game, no matter how modu-
lated by (cc) (Creative Commons) permissions, mostly introduces drag.
The effect of free, open collaboration that would result from everyone
adopting the most expansive Creative Commons licenses for all their indi-
vidual contributions could be achieved more directly by the EULA stating
that, as a precondition to participating in Second Life, every user licenses
every creation based on collaborations on this platform under a GFDL or
a Creative Commons ShareAlike license.

The desirability of one licensing regime or another must be considered
from the perspective of the social function. The best arrangement for
There is an institutional design problem that is similar to AOL or Amazon
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user-created content. The best arrangement for Second Life—whose basic
design characteristic is that what it offers is a collaborative creation plat-
form—is a problem similar to Wikipedia. That the content produced on
the former consists of richly rendered graphic objects rather than the tex-
tual definitions produced in the latter is irrelevant. Both are platforms for
large-scale collaboration among users who are engaged in the practice
because they wish to participate in the collaborative creative exercise that
the platform enables. As Clay Shirky captured so well, the “user” of social
software is the group, not the individual. The best design is therefore the
design that will best enable the group to keep its cohesion, to avoid the
centrifugal forces that our irrepressible individuality places on groups. To
explain to themselves why adopting © + (cc) as its policy is a good idea for
Second Life, the systems designers have to answer to themselves in what
way they are different from Wikipedia and SourceForge, not in what way
they are different than There. The latter question is trivial. The former, far
from it.

The freedom to make together may sometimes require restrictions on
the degrees of institutional freedom that participants have within the rela-
tionship, as long as they continue to choose to be participants. A rule that
prohibits handling a soccer ball “limits” the freedom of players. But with-
out it soccer would not be soccer, and no one would be able to play the
game. A common creative relationship in which everyone retains the free-
dom to exclude everyone else from their own contributions is different
from common creative relationships where all have ceded their rights to
exclude anyone else. The latter emphasizes the mutual dependence and
reliance of the participants on each other’s creativity, rather than the indi-
vidual components that each contributes. Creative collaborations like free
software or Wikipedia that rely on large amounts of incremental, iterative
acts of creation, built from large numbers of contributions from diverse
contributors, have adopted an institutional framework through which
each contributor eschews the right to exclude. They thereby create a com-
mons, out of which everyone is free to take as they please and into which
everyone is precommitted to contributing everything they add. By so con-
structing their institutional environment, they have become highly effec-
tive and sustainable models of creative collaboration, while retaining large
amounts of freedom of action for their participants that would have been
more, rather than less constrained, if every new act of creativity had
required them to seek the permission of others whose work they wished to
extend.
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There is no spoon. There are only social relations mediated by richly
rendered communications platforms. The question of “who should own
this spoon?” should be understood as a question about what we want the
social relations using the platform to be like. That question requires that
we define a range of social relations that we believe the platform will
enable, and a normative belief about how those relations should go. The
rest is lawyering—constructing the detailed institutional structure within
which these social relations will then be played out.

186 y o c h a i  b e n k l e r

<i>The State of Play : Law, Games, and Virtual Worlds</i>, edited by Jack Balkin, and Beth Simone Noveck, New York
         University Press, 2006. ProQuest Ebook Central, http://ebookcentral.proquest.com/lib/washington/detail.action?docID=2120722.
Created from washington on 2019-06-29 01:49:26.

C
op

yr
ig

ht
 ©

 2
00

6.
 N

ew
 Y

or
k 

U
ni

ve
rs

ity
 P

re
ss

. A
ll 

rig
ht

s 
re

se
rv

ed
.


